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Abstract—In this era of globalization, security issues become 
important especially in a public network and Internet users 
significantly increased every single day. Most users are unaware of 
potential security issues such as malware and data exploitation when 
they use the Internet. Users with IT literate are considered fully aware 
of these Internet security issues. However, the reality indicates not all 
IT literate users are fully aware of the security issues. Hence, a study 
was conducted to prove whether people with IT literacy have higher 
awareness compared to people with non-IT literacy when it comes to 
security awareness. This paper is to study the level of awareness 
among students on security issues based on the Knowledge, Skill and 
Ability (KSA) model. As a case study, the survey was distributed 
among students in the UTeM campus network. A quantitative study 
was conducted, and a structured questionnaire has been designed and 
distributed among students. The variables were focused on these three 
(3) aspects. The finding shows the relationship between KSA with the 
level of awareness among students has been revealed. From the result, 
Knowledge is the most significant aspect that contributes to high 
awareness. For the future, a study about increasing students' 
knowledge about security issues should be addressed. 

 
Index Terms—Security Issues, Campus Network, Awareness, 
Literacy 

I. INTRODUCTION 

ECURITY defined as a quality or condition of being 
secure that is to be free from danger and protected from 
enemies that will endanger, deliberate or otherwise. 

Cybersecurity, computer security or IT security is computer 
system protection from theft or causing damage to hardware, 
software, or electronic data. However, various threats have 
malicious intentions such as phishing threats. Internet users are 
susceptible to security threats when connected online [1]. This 
study covers three (3) aspects which are Knowledge, Skills and 
Abilities (KSA). 

Knowledge is a theoretical or practical understanding of 
subjects such as facts, information, and skills gained through 
experience or education. Skill refers to the expertise and set of 
actions acquired through practice. Ability is the ability to 
perform the physical and mental acts required by the task.  

In the era of globalization today, various security threats are 
on an alarming level. Security threats including malware, 
spyware, and phishing posed a serious problem [2]. The 
awareness and behavior among consumers are an essential part 
of organizational security performance. The best solution to 
improve the security performance is by improving awareness 
among its users [3]. 

Most computer users with a lack of security awareness 
exposed themselves to data loss, data corruption, identity theft, 

or other malicious activities. These users are now more likely 
to be victims of social engineering because they lack awareness 
in computer security and have fewer skills related technology 
and security policies. Thus, individual awareness of these issues 
is essential [4][5].  

In this paper, we investigate the level of security awareness 
among UTeM students. We conducted a survey with students 
from different faculties. A structured questionnaire has been 
distributed and is analyzed to determine the possible factors that 
influence security issues awareness. As a result, this study may 
help to raise the level of awareness on security issues among 
students as well as minimize the risk of threats. 

Section II introduces the literature review on Security 
Awareness, Model of Study and Operational Definition of 
Variable. Section III presents the methodology applied in this 
study. Section IV describes the analysis and results. Section V 
discusses the findings. Section VI concludes the paper. 

 

II. RELATED WORK 

Security defined as a quality or condition of being secure that 
is to be free from danger and protected from enemies that will 
endanger, deliberate or otherwise. Cybersecurity, computer 
security or IT security is computer system protection from theft 
or causing damage to hardware, software, or electronic data. 

A. Security Awareness 
Security Awareness (SA) refers to users understanding of 

security measures towards the protection of personal data or 
that of their organization in cyberspace. Meanwhile, [6] stated 
that Software Security Awareness (SSA) could be defined as 
the knowledge that members of an organization possess 
regarding the protection of the physical and information assets 
of that organization. 

It also reflects the attitude and motivation of the members of 
an organization towards understanding and addressing various 
security issues [6]. Being security aware means that there is the 
potential for some people to steal, damage, or misuse the data 
stored within a company’s computer systems and throughout its 
organization deliberately or accidentally. Unpreventable 
incidents could be identified faster, resulting in less business 
impact. According to a study [7], the Information Security 
Awareness (ISA) refers to educating the campus community 
about the inherent risks of the confidentiality, integrity, or 
availability of systems & data, and how all individuals or 
students can protect their systems and data. 
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B. Model of Study 
Many models have been used in the previous studies to 

measure dimensions such as Awareness-Knowledge-Attitude 
(AKA), Attitude-Knowledge-Behavior (AKB) and 
Knowledge-Skill-Ability (KSA). These models are combined 
and depict as in Fig.1. 

 

 
Fig. 1. Common Model of Study. 

Each model has different purposes. For example, the AKA 
Model is used to determine Awareness, Knowledge and Attitude 
which related to the educational environment. AKB Model is 
used as a prototype for accessing information security awareness. 
KSA Model is referred to as a measurement for Cybersecurity 
competency. 

The awareness term is referring to concern and sensitivity, 
knowledge is objective and equates awareness with the ability to 
make forced-choice decisions above a chance level of 
performance[8]. Reference [9] stated that these three are 
reoccurring concepts that are mentioned frequently in the 
literature, especially Awareness, Knowledge and Attitudes. 
According to [10], these three components, AKA play an 
essential role on the impact of students.    

A study concluded that these three AKA Model components 
used as a basis and the model developed on three equivalent 
dimensions namely what does a person know (knowledge), how 
do they feel about the topic (attitude) and what do they do 
(behavior) [11]. Meanwhile,[12] stated that Knowledge, Skill and 
Ability (KSA) are defined by as all possibilities of this KSA 
Model to accomplish a specific job action.  

As for this study, KSA model is more suitable compared to 
AKA Model as KSA Model uses factor can assess the Skill factor 
along with Knowledge and Ability factors to measure the 
awareness for security issues. 

a) Knowledge: [13] stated that cognitive psychologists have 
presented evidence that knowledge is the combination of 
declarative knowledge and procedural knowledge. Reference 
[12] defined knowledge as a justified understanding that 
improves an entity’s capacity for taking effective action. 
Without advanced knowledge of computer science, most users 
could not tell which program a process belongs to. Meanwhile, 
[14] defines knowledge is a product of reciprocal and 
interpretative construction emerges from learners’ participation 
in social practice. As a summary, knowledge is the capability 
of a person to understand things from various perspectives. 

b) Skill: Skill is representing a consistent response, based on 
components in knowledge to a particular set of situational 
criteria [15]. Skills are also interwoven with knowledge and 
pertain to the psychomotor domain in manipulating and 

constructing. Meanwhile, [16] determined the skills needed for 
Minnesota businesses when hiring international business 
professionals. In summary, the skill can be referred to as a goal-
directed, well-organized set of actions that is acquired through 
practice and performed with an economy of effort, which 
enables a person to do something well. 

c) Ability: [17] contended that understanding cybersecurity 
terminology is an ability. Ability is the foundation for 
knowledge and skill application [18]. To sum up, the ability is 
the capacity to carry out the physical and mental acts required 
by a specific task. 

As a summary, in this paper KSA model is used to evaluate 
the relationship between capabilities of mind, body and soul 
towards the response to security awareness. Each factor has its 
function and there are interconnected to each other. However, 
this paper will define the most significant factor in improving 
the awareness level among students. 

 
C. Conceptual Operation Definitions 
This section will elaborate on the variables involved in the 

process of determining the relationship between KSA model. 
Each variable has its operational definition. TABLE  shows 
several variables definition based on their operational in 
security perspective. An understanding of these operations is 
required. 

Physical security is a critical practice that is a fundamental 
principle to all computer systems [19]. Physical security is a 
primary cybersecurity concern for organizations. According to 
[20] physical security is defined as physical measures taken to 
safeguard personnel, to protect unauthorized access to 
equipment, installations, material, and documents, and to 
safeguard them against espionage, sabotage, damage, and theft. 

 
TABLE I 

CONCEPTUAL OPERATION DEFINITIONS 
Variables Operation Definition 

Physical Security Physical measures are taken to safeguard 
personnel, to protect unauthorized access to 
equipment, installations, material documents and 
to safeguard them. 

Application Security The use of software, hardware, and methods to 
protect from threats. 

Information Security Protecting information from unauthorized access 
and modifications. 

Internet & Info 
Security 

The Internet security element is to protect data 
during online transactions while network security 
consists of policies and practices adopted. 

Security Tool Security measures are designed to deny 
unauthorized access and to protect personal and 
property. 

Problem Solving Finding solutions for difficult or complex issues. 
 

 
Information Security used to maintain organizational data 

from unauthorized access or modification to ensure availability, 
confidentiality, and integrity. Maintaining information security 
generally focuses on protecting three main aspects of 
confidentiality, integrity and availability of information [21]. 
Information security also defines as a set of strategies for 
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managing the processes, tools and policies necessary to prevent, 
detect, document and counter threats to digital and non-digital 
information. The term information security (IS) simply implies 
the act of protecting and preserving information. 

Internet Security measures data protection during online 
transmission over a collection of interconnected networks. In 
contrast, network security consists of the policies and practices 
adopted to prevent and monitor unauthorized access, misuse, 
modification, or denial of a computer network and network-
accessible resources. Network security involves the 
safeguarding of an organization’s data networking devices, 
connections and contents, and the ability to use the network to 
achieve the organization’s data communication tasks. 

Indeed, problems and problem solving have had multiple and 
often contradictory meanings through the years-a fact that 
makes interpretation of the literature difficult  [22]. The study 
revealed categories of goals that were identified by respondents 
as problem solving is to train students to think creatively and 
develop their problem-solving ability. The problem solving can 
be referred to as any specific sequence of cognitive operations. 
As a summary, problem-solving can be defined as a process that 
is the extracting part of the more extensive problem process that 
involves problem finding and problem shaping. Hence, 
problem solving can be defined as the process of finding 
solutions to a problem. 

 
III. METHODOLGY 

In this section, we describe the methodology that is used to 
complete the study. Begin with defining the proposed 
framework, research process and sampling strategies. This 
process is critical to ensure that the study has been carried out 
systematically and produces the expected output. 

 
A. Proposed Framework 

A previous study conducted by [23] stated that knowledge 
towards application security, information security and Internet 
and network security is an essential thing in order to avoid 
threats. For example, password disclosure can result in data 
leakage and the emphasizing such as setting passwords is 
significant. Meanwhile, downloading software from the 
Internet may have hidden Trojan’s virus, backdoors, and other 
malicious code. Therefore, many systems are invasive and used 
by the attacker.  

[24] identified that knowledge and behavior of general 
security awareness, information security and physical security 
are crucial amongst students joining higher academic 
institutions in developing countries. Meanwhile, a previous 
project [25] studied knowledge and skill in physical security, 
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network security in a survey on security issues in service 
delivery models of cloud computing. Reference [26] identified 
that the problem-solving activities are used to confirm or 
disconfirm the applicability of the theoretical knowledge 
related to the practical problems analyzed.  

In addition, reference [27] investigated cybersecurity 
competency for the organization. There are many aspects of the 
knowledge, skill, and ability. It focused on four aspects of 
knowledge and skill which is application security, information 
security, physical security and Internet and network security. 

Ability to focus on the natural capacity that enables an 
individual to perform a particular job or task successfully 
developed a framework related to cybersecurity competency.   

These findings synthesized into a proposed general 
framework as shown in Fig. 2. It presents the component of 
dimensions of security issues elements are recognized. There 
are six (6) components in the security issues and there are 
components categorized according to security issues 
dimensions which is knowledge, skill, and ability. All the 
security issues components and elements are included in this 
present study for further inquiry or examination. 

 

 
Fig. 2. A proposed framework of Security Awareness. 

B. Research Process 
For conducting the study, it has seen that Fig. 3 summarizes 

the phases and their activities involved. This research process 
can be divided into four (4) stages: 1) Analysis, 2) Design, 3) 
Implementation and 4) Result & Discussion.   

In the first stage, the problem has been formulated. We need 
to identify the research model to be used and choose the best 
model from a previous study. Secondly, the quantitative 
methodology requires a structured questionnaire to be 
developed based on the framework given. It is vital to obtain 
valid and accurate information in conducting studies on the 
sample. As a result, the data has been collected by distributing 
questionnaires to the respondents.  
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B. Model of Study 
Many models have been used in the previous studies to 

measure dimensions such as Awareness-Knowledge-Attitude 
(AKA), Attitude-Knowledge-Behavior (AKB) and 
Knowledge-Skill-Ability (KSA). These models are combined 
and depict as in Fig.1. 

 

 
Fig. 1. Common Model of Study. 

Each model has different purposes. For example, the AKA 
Model is used to determine Awareness, Knowledge and Attitude 
which related to the educational environment. AKB Model is 
used as a prototype for accessing information security awareness. 
KSA Model is referred to as a measurement for Cybersecurity 
competency. 

The awareness term is referring to concern and sensitivity, 
knowledge is objective and equates awareness with the ability to 
make forced-choice decisions above a chance level of 
performance[8]. Reference [9] stated that these three are 
reoccurring concepts that are mentioned frequently in the 
literature, especially Awareness, Knowledge and Attitudes. 
According to [10], these three components, AKA play an 
essential role on the impact of students.    

A study concluded that these three AKA Model components 
used as a basis and the model developed on three equivalent 
dimensions namely what does a person know (knowledge), how 
do they feel about the topic (attitude) and what do they do 
(behavior) [11]. Meanwhile,[12] stated that Knowledge, Skill and 
Ability (KSA) are defined by as all possibilities of this KSA 
Model to accomplish a specific job action.  

As for this study, KSA model is more suitable compared to 
AKA Model as KSA Model uses factor can assess the Skill factor 
along with Knowledge and Ability factors to measure the 
awareness for security issues. 

a) Knowledge: [13] stated that cognitive psychologists have 
presented evidence that knowledge is the combination of 
declarative knowledge and procedural knowledge. Reference 
[12] defined knowledge as a justified understanding that 
improves an entity’s capacity for taking effective action. 
Without advanced knowledge of computer science, most users 
could not tell which program a process belongs to. Meanwhile, 
[14] defines knowledge is a product of reciprocal and 
interpretative construction emerges from learners’ participation 
in social practice. As a summary, knowledge is the capability 
of a person to understand things from various perspectives. 

b) Skill: Skill is representing a consistent response, based on 
components in knowledge to a particular set of situational 
criteria [15]. Skills are also interwoven with knowledge and 
pertain to the psychomotor domain in manipulating and 

constructing. Meanwhile, [16] determined the skills needed for 
Minnesota businesses when hiring international business 
professionals. In summary, the skill can be referred to as a goal-
directed, well-organized set of actions that is acquired through 
practice and performed with an economy of effort, which 
enables a person to do something well. 

c) Ability: [17] contended that understanding cybersecurity 
terminology is an ability. Ability is the foundation for 
knowledge and skill application [18]. To sum up, the ability is 
the capacity to carry out the physical and mental acts required 
by a specific task. 

As a summary, in this paper KSA model is used to evaluate 
the relationship between capabilities of mind, body and soul 
towards the response to security awareness. Each factor has its 
function and there are interconnected to each other. However, 
this paper will define the most significant factor in improving 
the awareness level among students. 

 
C. Conceptual Operation Definitions 
This section will elaborate on the variables involved in the 

process of determining the relationship between KSA model. 
Each variable has its operational definition. TABLE  shows 
several variables definition based on their operational in 
security perspective. An understanding of these operations is 
required. 

Physical security is a critical practice that is a fundamental 
principle to all computer systems [19]. Physical security is a 
primary cybersecurity concern for organizations. According to 
[20] physical security is defined as physical measures taken to 
safeguard personnel, to protect unauthorized access to 
equipment, installations, material, and documents, and to 
safeguard them against espionage, sabotage, damage, and theft. 

 
TABLE I 

CONCEPTUAL OPERATION DEFINITIONS 
Variables Operation Definition 

Physical Security Physical measures are taken to safeguard 
personnel, to protect unauthorized access to 
equipment, installations, material documents and 
to safeguard them. 

Application Security The use of software, hardware, and methods to 
protect from threats. 

Information Security Protecting information from unauthorized access 
and modifications. 

Internet & Info 
Security 

The Internet security element is to protect data 
during online transactions while network security 
consists of policies and practices adopted. 

Security Tool Security measures are designed to deny 
unauthorized access and to protect personal and 
property. 

Problem Solving Finding solutions for difficult or complex issues. 
 

 
Information Security used to maintain organizational data 

from unauthorized access or modification to ensure availability, 
confidentiality, and integrity. Maintaining information security 
generally focuses on protecting three main aspects of 
confidentiality, integrity and availability of information [21]. 
Information security also defines as a set of strategies for 
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managing the processes, tools and policies necessary to prevent, 
detect, document and counter threats to digital and non-digital 
information. The term information security (IS) simply implies 
the act of protecting and preserving information. 

Internet Security measures data protection during online 
transmission over a collection of interconnected networks. In 
contrast, network security consists of the policies and practices 
adopted to prevent and monitor unauthorized access, misuse, 
modification, or denial of a computer network and network-
accessible resources. Network security involves the 
safeguarding of an organization’s data networking devices, 
connections and contents, and the ability to use the network to 
achieve the organization’s data communication tasks. 

Indeed, problems and problem solving have had multiple and 
often contradictory meanings through the years-a fact that 
makes interpretation of the literature difficult  [22]. The study 
revealed categories of goals that were identified by respondents 
as problem solving is to train students to think creatively and 
develop their problem-solving ability. The problem solving can 
be referred to as any specific sequence of cognitive operations. 
As a summary, problem-solving can be defined as a process that 
is the extracting part of the more extensive problem process that 
involves problem finding and problem shaping. Hence, 
problem solving can be defined as the process of finding 
solutions to a problem. 

 
III. METHODOLGY 

In this section, we describe the methodology that is used to 
complete the study. Begin with defining the proposed 
framework, research process and sampling strategies. This 
process is critical to ensure that the study has been carried out 
systematically and produces the expected output. 

 
A. Proposed Framework 

A previous study conducted by [23] stated that knowledge 
towards application security, information security and Internet 
and network security is an essential thing in order to avoid 
threats. For example, password disclosure can result in data 
leakage and the emphasizing such as setting passwords is 
significant. Meanwhile, downloading software from the 
Internet may have hidden Trojan’s virus, backdoors, and other 
malicious code. Therefore, many systems are invasive and used 
by the attacker.  

[24] identified that knowledge and behavior of general 
security awareness, information security and physical security 
are crucial amongst students joining higher academic 
institutions in developing countries. Meanwhile, a previous 
project [25] studied knowledge and skill in physical security, 
application security, information security, and Internet and 
network security in a survey on security issues in service 
delivery models of cloud computing. Reference [26] identified 
that the problem-solving activities are used to confirm or 
disconfirm the applicability of the theoretical knowledge 
related to the practical problems analyzed.  

In addition, reference [27] investigated cybersecurity 
competency for the organization. There are many aspects of the 
knowledge, skill, and ability. It focused on four aspects of 
knowledge and skill which is application security, information 
security, physical security and Internet and network security. 

Ability to focus on the natural capacity that enables an 
individual to perform a particular job or task successfully 
developed a framework related to cybersecurity competency.   

These findings synthesized into a proposed general 
framework as shown in Fig. 2. It presents the component of 
dimensions of security issues elements are recognized. There 
are six (6) components in the security issues and there are 
components categorized according to security issues 
dimensions which is knowledge, skill, and ability. All the 
security issues components and elements are included in this 
present study for further inquiry or examination. 

 

 
Fig. 2. A proposed framework of Security Awareness. 

B. Research Process 
For conducting the study, it has seen that Fig. 3 summarizes 

the phases and their activities involved. This research process 
can be divided into four (4) stages: 1) Analysis, 2) Design, 3) 
Implementation and 4) Result & Discussion.   

In the first stage, the problem has been formulated. We need 
to identify the research model to be used and choose the best 
model from a previous study. Secondly, the quantitative 
methodology requires a structured questionnaire to be 
developed based on the framework given. It is vital to obtain 
valid and accurate information in conducting studies on the 
sample. As a result, the data has been collected by distributing 
questionnaires to the respondents.  
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revealed categories of goals that were identified by respondents 
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develop their problem-solving ability. The problem solving can 
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problem solving can be defined as the process of finding 
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For the implementation phase, the more significant number 
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task managed to take to gather 175 students to become 
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information from respondents. The use of the instrument in the 
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time and cost, it is the most suitable. The use of closed-ended 
questionnaires is good because it does not require the 
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subsequently analyzed findings from answers given to interpret 
more effectively.  
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and Influence Factors for Security Issues Awareness as shown 
in Fig. 4. For a demographic background that involves gender, 
race, current education, faculty, and job experience. After 
analyzing the level of awareness and the possible factors that 
influence the awareness of security issues. 
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For the content validation, the pilot study has been carried out 
to determine the validity and reliability of the 60 questions. 
Based on the results of the content validation, 12 questions have 
been deleted. We used the platform Google Form and 
distributed to students through a link in WhatsApp and 
Instagram application. All responses data are collected and 
exported to excel file before data analysis procedures. Finally, 
the statistical approach was used to analyze the results and 
propose the findings. 

 
C. Sampling Process 

A lot of survey was distributed and eventually 175 
respondents who manage to complete the survey were 
collected. The strategies will be explained as Item Compilation 
and Scale Construction. 
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detect, document and counter threats to digital and non-digital 
information. The term information security (IS) simply implies 
the act of protecting and preserving information. 

Internet Security measures data protection during online 
transmission over a collection of interconnected networks. In 
contrast, network security consists of the policies and practices 
adopted to prevent and monitor unauthorized access, misuse, 
modification, or denial of a computer network and network-
accessible resources. Network security involves the 
safeguarding of an organization’s data networking devices, 
connections and contents, and the ability to use the network to 
achieve the organization’s data communication tasks. 

Indeed, problems and problem solving have had multiple and 
often contradictory meanings through the years-a fact that 
makes interpretation of the literature difficult  [22]. The study 
revealed categories of goals that were identified by respondents 
as problem solving is to train students to think creatively and 
develop their problem-solving ability. The problem solving can 
be referred to as any specific sequence of cognitive operations. 
As a summary, problem-solving can be defined as a process that 
is the extracting part of the more extensive problem process that 
involves problem finding and problem shaping. Hence, 
problem solving can be defined as the process of finding 
solutions to a problem. 

 
III. METHODOLGY 

In this section, we describe the methodology that is used to 
complete the study. Begin with defining the proposed 
framework, research process and sampling strategies. This 
process is critical to ensure that the study has been carried out 
systematically and produces the expected output. 

 
A. Proposed Framework 

A previous study conducted by [23] stated that knowledge 
towards application security, information security and Internet 
and network security is an essential thing in order to avoid 
threats. For example, password disclosure can result in data 
leakage and the emphasizing such as setting passwords is 
significant. Meanwhile, downloading software from the 
Internet may have hidden Trojan’s virus, backdoors, and other 
malicious code. Therefore, many systems are invasive and used 
by the attacker.  

[24] identified that knowledge and behavior of general 
security awareness, information security and physical security 
are crucial amongst students joining higher academic 
institutions in developing countries. Meanwhile, a previous 
project [25] studied knowledge and skill in physical security, 
application security, information security, and Internet and 
network security in a survey on security issues in service 
delivery models of cloud computing. Reference [26] identified 
that the problem-solving activities are used to confirm or 
disconfirm the applicability of the theoretical knowledge 
related to the practical problems analyzed.  

In addition, reference [27] investigated cybersecurity 
competency for the organization. There are many aspects of the 
knowledge, skill, and ability. It focused on four aspects of 
knowledge and skill which is application security, information 
security, physical security and Internet and network security. 

Ability to focus on the natural capacity that enables an 
individual to perform a particular job or task successfully 
developed a framework related to cybersecurity competency.   

These findings synthesized into a proposed general 
framework as shown in Fig. 2. It presents the component of 
dimensions of security issues elements are recognized. There 
are six (6) components in the security issues and there are 
components categorized according to security issues 
dimensions which is knowledge, skill, and ability. All the 
security issues components and elements are included in this 
present study for further inquiry or examination. 
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a) Item Compilation: The questions created and organized to 
reflect on the variables. The invalid variables were removed 
from the instrument while the remaining variables were 
reorganized.  

b) Scale Construction: Likert scales has been used to 
measure the variables from (Strongly Disagree) 1 to (Strongly 
Agree) 6. 

 
IV. ANALYSIS AND RESULTS 

At the beginning of developing a structured questionnaire, 
we propose approximately 60 items, including positive and 
negative statements to avoid respondents' dishonesty and one-
way statements. There are two sets of questions, namely 
Awareness Assessment and Factor that influence security 
issues awareness. All these domains were undergoing a 
reliability test using the Cronbach Alpha size to obtain high-
quality research results. The acceptable range is more than 
0.65. For each domain, our values are more than 0.90 which 
means that our questionnaire items are very high reliability. 
After the validation process, the number of items has been 
deducted into 42 items as shown in Fig. 5. 

 

 
Fig. 5. Content with Cronbach Alpha Size for Pilot Run 

 
V. DISCUSSION 

This section discusses more detail about several results from 
different perspectives such as Descriptive Results, Awareness 
Assessment Result, Respondent Awareness based on 
Demographic and Attributes Selection Results. 

 
a) Descriptive Result: In general, the detailed result explains 

the information about gender, race, education level, faculty, and 
job experience. The detail has been summarized in TABLE 2. 
Based on the demographic distribution of respondents by 
gender, the researcher took a sample of 175 respondents from 
the University Technical Malaysia Melaka (UTeM), Melaka. 
The author has selected a sample of 81 male respondents which 
is equal to 46.3 percent (%). In contrast, 94 of the female 
respondents show a percentage of 53.7 (%). Thus, the total 
percentage of respondents is equal to 100 percent (%). 
Meanwhile, the difference in the number of both genders is 13 
respondents which is about 7.4 percent (%).  

The results data based on the percentage of respondents by 
race, it shows that 76.0 percent (%) respondents involved in this 
study are Malay student with a frequency of 133. While 

respondents for Chinese and Indian shows the percentage of 
12.0 and 9.1 percent (%) with a frequency of 21 and 16. The 
least response with a percentage of 2.9 percent (%) and 
frequency of 5 is another race. Based on the findings, the 
percentage of Malay respondents is higher than in others.  

From the demographic for current Education level, there are 
three (3) levels, namely Diploma, Degree and Postgraduate. 
78.9 percent (%) respondents involved in this study is in Degree 
education student with a frequency of 138. While respondents 
for Diploma and Postgraduate shows the percentage of 18.3 and 
2.9 percent (%) with a frequency of 32 and 5. Based on the 
findings, students in Degree education has the most responses. 

The demographic for the faculty distribution is divided into 
eight (8) categories, namely FKE, FKEKK, FTMK, FKM, FKP, 
FPTT, FTKMP and FTKEE. FTMK shows the highest number 
of respondents involved in this study which is 29.1 percent (%) 
with a frequency of 51. The second and third highest was from 
FKP and FKM with a percentage of 14.3 percent (%) and 11.4 
percent (%). The frequency of FKP and FKM was 25 and 20, 
respectively. Moreover, 9.7 percent (%) respondents were from 
FKE with a frequency of 17. FKEKK and FTKMP show the 
same percentage which is 9.1 percent (%) with a frequency of 
16 respondents.  FPTT and FTKEE also shows the same 
percentage which is 8.6 percent (%) with frequency of 15 
respondents and was the lowest percentage, among others.   

Finally, based on the distribution of the job experience of the 
subject studied show that 68.6 percent (%) respondents 
involved in this study have job experience with a frequency of 
120. While 31.4 percent (%) respondents with a frequency of 
55 have no job experience. Based on the findings, respondents 
with job experience have a higher percentage compared to no 
job experience. 

TABLE II 
THE DETAIL OF DEMOGRAPHIC INFORMATION 
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a) Item Compilation: The questions created and organized to 
reflect on the variables. The invalid variables were removed 
from the instrument while the remaining variables were 
reorganized.  

b) Scale Construction: Likert scales has been used to 
measure the variables from (Strongly Disagree) 1 to (Strongly 
Agree) 6. 

 
IV. ANALYSIS AND RESULTS 

At the beginning of developing a structured questionnaire, 
we propose approximately 60 items, including positive and 
negative statements to avoid respondents' dishonesty and one-
way statements. There are two sets of questions, namely 
Awareness Assessment and Factor that influence security 
issues awareness. All these domains were undergoing a 
reliability test using the Cronbach Alpha size to obtain high-
quality research results. The acceptable range is more than 
0.65. For each domain, our values are more than 0.90 which 
means that our questionnaire items are very high reliability. 
After the validation process, the number of items has been 
deducted into 42 items as shown in Fig. 5. 
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V. DISCUSSION 

This section discusses more detail about several results from 
different perspectives such as Descriptive Results, Awareness 
Assessment Result, Respondent Awareness based on 
Demographic and Attributes Selection Results. 

 
a) Descriptive Result: In general, the detailed result explains 

the information about gender, race, education level, faculty, and 
job experience. The detail has been summarized in TABLE 2. 
Based on the demographic distribution of respondents by 
gender, the researcher took a sample of 175 respondents from 
the University Technical Malaysia Melaka (UTeM), Melaka. 
The author has selected a sample of 81 male respondents which 
is equal to 46.3 percent (%). In contrast, 94 of the female 
respondents show a percentage of 53.7 (%). Thus, the total 
percentage of respondents is equal to 100 percent (%). 
Meanwhile, the difference in the number of both genders is 13 
respondents which is about 7.4 percent (%).  

The results data based on the percentage of respondents by 
race, it shows that 76.0 percent (%) respondents involved in this 
study are Malay student with a frequency of 133. While 

respondents for Chinese and Indian shows the percentage of 
12.0 and 9.1 percent (%) with a frequency of 21 and 16. The 
least response with a percentage of 2.9 percent (%) and 
frequency of 5 is another race. Based on the findings, the 
percentage of Malay respondents is higher than in others.  

From the demographic for current Education level, there are 
three (3) levels, namely Diploma, Degree and Postgraduate. 
78.9 percent (%) respondents involved in this study is in Degree 
education student with a frequency of 138. While respondents 
for Diploma and Postgraduate shows the percentage of 18.3 and 
2.9 percent (%) with a frequency of 32 and 5. Based on the 
findings, students in Degree education has the most responses. 

The demographic for the faculty distribution is divided into 
eight (8) categories, namely FKE, FKEKK, FTMK, FKM, FKP, 
FPTT, FTKMP and FTKEE. FTMK shows the highest number 
of respondents involved in this study which is 29.1 percent (%) 
with a frequency of 51. The second and third highest was from 
FKP and FKM with a percentage of 14.3 percent (%) and 11.4 
percent (%). The frequency of FKP and FKM was 25 and 20, 
respectively. Moreover, 9.7 percent (%) respondents were from 
FKE with a frequency of 17. FKEKK and FTKMP show the 
same percentage which is 9.1 percent (%) with a frequency of 
16 respondents.  FPTT and FTKEE also shows the same 
percentage which is 8.6 percent (%) with frequency of 15 
respondents and was the lowest percentage, among others.   

Finally, based on the distribution of the job experience of the 
subject studied show that 68.6 percent (%) respondents 
involved in this study have job experience with a frequency of 
120. While 31.4 percent (%) respondents with a frequency of 
55 have no job experience. Based on the findings, respondents 
with job experience have a higher percentage compared to no 
job experience. 

TABLE II 
THE DETAIL OF DEMOGRAPHIC INFORMATION 
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race, it shows that 76.0 percent (%) respondents involved in this 
study are Malay student with a frequency of 133. While 

respondents for Chinese and Indian shows the percentage of 
12.0 and 9.1 percent (%) with a frequency of 21 and 16. The 
least response with a percentage of 2.9 percent (%) and 
frequency of 5 is another race. Based on the findings, the 
percentage of Malay respondents is higher than in others.  

From the demographic for current Education level, there are 
three (3) levels, namely Diploma, Degree and Postgraduate. 
78.9 percent (%) respondents involved in this study is in Degree 
education student with a frequency of 138. While respondents 
for Diploma and Postgraduate shows the percentage of 18.3 and 
2.9 percent (%) with a frequency of 32 and 5. Based on the 
findings, students in Degree education has the most responses. 

The demographic for the faculty distribution is divided into 
eight (8) categories, namely FKE, FKEKK, FTMK, FKM, FKP, 
FPTT, FTKMP and FTKEE. FTMK shows the highest number 
of respondents involved in this study which is 29.1 percent (%) 
with a frequency of 51. The second and third highest was from 
FKP and FKM with a percentage of 14.3 percent (%) and 11.4 
percent (%). The frequency of FKP and FKM was 25 and 20, 
respectively. Moreover, 9.7 percent (%) respondents were from 
FKE with a frequency of 17. FKEKK and FTKMP show the 
same percentage which is 9.1 percent (%) with a frequency of 
16 respondents.  FPTT and FTKEE also shows the same 
percentage which is 8.6 percent (%) with frequency of 15 
respondents and was the lowest percentage, among others.   

Finally, based on the distribution of the job experience of the 
subject studied show that 68.6 percent (%) respondents 
involved in this study have job experience with a frequency of 
120. While 31.4 percent (%) respondents with a frequency of 
55 have no job experience. Based on the findings, respondents 
with job experience have a higher percentage compared to no 
job experience. 

TABLE II 
THE DETAIL OF DEMOGRAPHIC INFORMATION 
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a) Item Compilation: The questions created and organized to 
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reorganized.  
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measure the variables from (Strongly Disagree) 1 to (Strongly 
Agree) 6. 

 
IV. ANALYSIS AND RESULTS 

At the beginning of developing a structured questionnaire, 
we propose approximately 60 items, including positive and 
negative statements to avoid respondents' dishonesty and one-
way statements. There are two sets of questions, namely 
Awareness Assessment and Factor that influence security 
issues awareness. All these domains were undergoing a 
reliability test using the Cronbach Alpha size to obtain high-
quality research results. The acceptable range is more than 
0.65. For each domain, our values are more than 0.90 which 
means that our questionnaire items are very high reliability. 
After the validation process, the number of items has been 
deducted into 42 items as shown in Fig. 5. 

 

 
Fig. 5. Content with Cronbach Alpha Size for Pilot Run 
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b) Awareness Assessment Result: The objective is to 
determine the level of awareness among UTeM students on 
security issues, whether students are aware or not of the issue. 
Students were required to answer the survey on awareness 
assessment from AA1 to AA10 in the structured questionnaire. 
This survey is to distinguish between aware and unaware of the 
security issues among the respondent. The survey has defined 
that if the respondent able to obtain 7-10 score from the survey, 
then they will be labeled as an aware respondent. Meanwhile, if 
the respondent gets score 6 or less then they are labeled as an 
unaware respondent. Fig. 66 shows the result of the survey. 
From the survey among the 175 respondents, 109 respondent or 
62 percent (%) of the respondents are aware of the security 
issues while only 38 percent (%) not aware of the issues. Thus, 
this indicates that majority of the UTeM students are aware of 
security issues. 

 

 

Fig. 6. Security Awareness Level based on the number of respondents. 

c) Respondent Awareness by Demographic: Based on Fig. 7, 
the percentage level of Security Issues Awareness among 
UTeM students by gender had been given. It shows that about 
67.9 percent (%) of the respondents with high awareness about 
this issue were male. Only 57.5 percent (%) with awareness was 
female. Thus, this indicates that males have a higher awareness 
level compared to females. 

 

 

Fig. 7. The relationship between Security Awareness Level vs. Gender 

Based on Fig. 88, the percentage level of Security Issues 
Awareness among UTeM students by race had been given. It 
shows that Chinese students have the highest awareness level 
with 91.0 percent (%) of the respondents. The second and third 
were Indian and Malay with a percentage of 68.8 percent (%) 
and 60.2 percent (%). In contrast, other has the lowest 
awareness level with a percentage of 20 percent (%). Thus, this 
indicates that Chinese students have a higher awareness level. 

 

 

Fig. 8. The relationship between Security Awareness Level vs. Race 

Based on Fig. 99, the percentage level of Security Issues 
Awareness among UTeM students by current education had 
been given. It shows that Postgraduate students have the highest 
awareness level with 83.3 percent (%) of the respondents. The 
second and third was Degree and Diploma with a percentage of 
64.96 percent (%) and 46.88 percent (%). In summary, the 
result indicates that the higher the education level of a student, 
the better the awareness level about the issues. 

 

 

Fig. 9. The relationship between Security Awareness Level vs. Education 
Level 
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Based on Fig. 10, the percentage level of Security Awareness 
among UTeM students based on the faculty. The result shows 
that students form FTKEE have the highest awareness 
compares with other faculty with 75 percent (%) of the 
respondents. The second and third were belong to students from 
FTMK and FTKMP with a percentage of 73.08 percent (%) and 
66.67 percent (%), respectively. Meanwhile, the fourth and fifth 
was from FKM and FKP with a percentage of 64.71 percent (%) 
and 60 percent (%). On the other hand, FKE and FKEKK have 
a percentage of 57.89 percent (%) and 50 percent (%). Finally, 
the lowest was FPTT with a percentage of 26.67 percent (%). 
The histogram shows that students from FTKEE have higher 
awareness levels compare to students from FTMK. The result 
indicates that even students from FTMK were the IT student, it 
does not confirm that they have a better awareness level, or they 
have higher security solution. This low level awareness does 
not mean the student is lack of IT technical competency but it 
rather indicates the awareness about security issues need to be 
emphasized although they have high IT technical competencies. 

 

 

Fig. 10. The relationship between Security Awareness Level vs. Faculty 

Based on 1, the percentage level of Security Issues 
Awareness among UTeM students by job experience had been 
given. It shows that about 65.6 percent (%) of the respondents 
with high awareness about this issue had job experience. Only 
55.4 percent (%) of them have no job experience. Thus, this 
indicates that students with job experience have a higher 
awareness level compared to students with no job experience.  
Students with job experience tend to have a high awareness 
level towards security issues because they have experience and 
have the knowledge gained from the working environment. 

 
 

 

Fig. 11. The relationship between Security Awareness Level vs. Job Experience 

d) Attributes Selection Result: In this section, there are three 
(3) different types of tests obtained from Waikato Environment 
for Knowledge Analysis (Weka) 3.8 use to determine the factor 
that influences security issues awareness among UTeM 
students. These are referring to Correlation-based Features 
Selection (CFS) Subset Evaluation, Correlation Attribute 
Evaluation and Classifier Attribute Evaluation. 

The result for Attributes Selection is represented in Fig. 2. 
These attributes were selected based on their percentage. The 
bar chart shows the attributes selected based on the percentage 
given. Meanwhile, the line graph represents the total average 
questions that take place from different domains namely 
Knowledge, Skill and Ability. It has been labelled from KST1 
to AAA4. Overall, the questionnaire is consisting of 42 
questions. 

By using the Correlation-based Features Selection (CFS) 
Subset Evaluation, it shows that only 6 items were selected 
which is 66.67 percent (%) of selected attributes is an item for 
domain knowledge with a frequency of 4. Meanwhile, the other 
two is from domain skill and ability both 16.67 percent (%) with 
a frequency of 1. Thus, this test shows that all the domains 
become the factor that influences security issues awareness. 
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assessment from AA1 to AA10 in the structured questionnaire. 
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security issues among the respondent. The survey has defined 
that if the respondent able to obtain 7-10 score from the survey, 
then they will be labeled as an aware respondent. Meanwhile, if 
the respondent gets score 6 or less then they are labeled as an 
unaware respondent. Fig. 66 shows the result of the survey. 
From the survey among the 175 respondents, 109 respondent or 
62 percent (%) of the respondents are aware of the security 
issues while only 38 percent (%) not aware of the issues. Thus, 
this indicates that majority of the UTeM students are aware of 
security issues. 
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Based on Fig. 10, the percentage level of Security Awareness 
among UTeM students based on the faculty. The result shows 
that students form FTKEE have the highest awareness 
compares with other faculty with 75 percent (%) of the 
respondents. The second and third were belong to students from 
FTMK and FTKMP with a percentage of 73.08 percent (%) and 
66.67 percent (%), respectively. Meanwhile, the fourth and fifth 
was from FKM and FKP with a percentage of 64.71 percent (%) 
and 60 percent (%). On the other hand, FKE and FKEKK have 
a percentage of 57.89 percent (%) and 50 percent (%). Finally, 
the lowest was FPTT with a percentage of 26.67 percent (%). 
The histogram shows that students from FTKEE have higher 
awareness levels compare to students from FTMK. The result 
indicates that even students from FTMK were the IT student, it 
does not confirm that they have a better awareness level, or they 
have higher security solution. This low level awareness does 
not mean the student is lack of IT technical competency but it 
rather indicates the awareness about security issues need to be 
emphasized although they have high IT technical competencies. 
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Based on 1, the percentage level of Security Issues 
Awareness among UTeM students by job experience had been 
given. It shows that about 65.6 percent (%) of the respondents 
with high awareness about this issue had job experience. Only 
55.4 percent (%) of them have no job experience. Thus, this 
indicates that students with job experience have a higher 
awareness level compared to students with no job experience.  
Students with job experience tend to have a high awareness 
level towards security issues because they have experience and 
have the knowledge gained from the working environment. 
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d) Attributes Selection Result: In this section, there are three 
(3) different types of tests obtained from Waikato Environment 
for Knowledge Analysis (Weka) 3.8 use to determine the factor 
that influences security issues awareness among UTeM 
students. These are referring to Correlation-based Features 
Selection (CFS) Subset Evaluation, Correlation Attribute 
Evaluation and Classifier Attribute Evaluation. 

The result for Attributes Selection is represented in Fig. 2. 
These attributes were selected based on their percentage. The 
bar chart shows the attributes selected based on the percentage 
given. Meanwhile, the line graph represents the total average 
questions that take place from different domains namely 
Knowledge, Skill and Ability. It has been labelled from KST1 
to AAA4. Overall, the questionnaire is consisting of 42 
questions. 

By using the Correlation-based Features Selection (CFS) 
Subset Evaluation, it shows that only 6 items were selected 
which is 66.67 percent (%) of selected attributes is an item for 
domain knowledge with a frequency of 4. Meanwhile, the other 
two is from domain skill and ability both 16.67 percent (%) with 
a frequency of 1. Thus, this test shows that all the domains 
become the factor that influences security issues awareness. 
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Fig. 12: The summary of Attributes Selection 

 
For the Correlation Attribute Evaluation, the top 10 items 

from the questions have been chosen for this study. After the 
analysis, the result found that there were items from domain 
knowledge and ability with a percentage of 90.00 percent (%) 
and 10.00 percent (%) involved in the top 10 items. Thus, this 
test shows that all domains are the factor that influences 
security issues awareness but only two domains were selected 
from the rank given which is knowledge and ability. 

The Classifier Attribute Evaluation also using the top 10 
items from the questions that have been chosen for this study. 
After the analysis, the result shows that there were items from 
domain knowledge and skill with a percentage of 90.00 percent 
(%) and 10.00 percent (%) involved in top 10 items. Thus, this 
test shows that all domains are the factor that influences 
security issues awareness but only two domains were selected 
from the rank given which is knowledge and skill. 

In summary of the findings, it proves that Knowledge, Skill 
and Ability (KSA) are the core attributes that influence security 
issues awareness among UTeM students. However, the most 
important factor is knowledge. 

 
VI. CONCLUSION 

From the conducted study, the result from the case study 
shows approximately 62 percentages (%) of UTeM students 
aware of Security issues. From the survey, the result shows that 
FKEKK students (non-IT literate) have higher awareness level 
compared to FTMK students (IT-literate). Even though FTMK 
students can be considered as IT-literate, but the awareness 
about security among FTMK students is still low. However, the 
result proves that the awareness level of security issues is 
regardless of the program they have enrolled in the university. 
Hence, the result indicates the necessary training is required to 
increase security awareness to all Internet users regardless their 
training background. For the future, a study about the most 
effective way to increase the awareness among the Internet 
users about security awareness should be addressed. 
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