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Abstract—This study aims to address problems of large access 
delay and low encryption efficiency of existing wireless network 
access control methods. The wireless network is exposed to malicious 
attacks by hackers, data theft and unauthorized access. Limitations 
on current methods such as CP-ABE and Fuzzy encryption requires 
a new technique to solve the security problem. Therefore, a new 
wireless network security access control method based on blockchain 
technology is proposed. To control the security of wireless network 
access, this method analyzed the characteristics of the blockchain 
structure system and constructed a wireless network security access 
control model. According to the access control model, the trust level 
of wireless network users is divided, hence, based on the results of 
the trust level division, the user is authorized to access. Based on 
findings, the experiments are implemented to combine with the 
elliptic curve group and the bilinear mapping method to ensure that 
the wireless network security access control is accomplished. 
Comparative empirical results indicate that the proposed control 
method has less access delay and shorter encryption time, 
consequently having a higher practical application value. 

 
Index Terms – blockchain technology, wireless network access 

control, computer network, access control. 
 

I. INTRODUCTION 

In the context of the rapid development and popularization 
of wireless networks and the continuous increase in network 
communication range, people's work and livelihoods are 
inseparable from wireless networks. A wireless network can 

no longer make people's communication limited by time and 
place, regardless of where people are, given nowadays, people 
can utilize mobile terminal equipment to access the network 
[1-3]. In other words, the wide application of wireless 
networks has promoted the development of society. Currently, 
the principal applications of wireless networks include 
wireless sensor networks, wireless mesh networks and ad-hoc 
wireless networks. Compared to a traditional wired network, 
the wireless network these days is more flexible, and the 
consumption of the spectrum and power is on the ground, so 
the development scale of a wireless network can be quickly 
expanded. 

Wireless networks can accomplish daily data transmission, 
network access, and other work in helping people in gaining 
more convenient access to the relevant information they 
require. However, the security of the wireless network is also 
a concern. The security of accessing the wireless network is 
affected by a variety of factors, for instance, malicious attacks, 
data theft, unauthorized access, and network access tracking. 
Therefore, to improve the access security governing wireless 
networks is vital to study the benefits of effective wireless 
network access security control methods [4]. 

Visibility is the priority of access control. From patching to 
monitoring to isolation, visibility should be established for any 
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device connected to the Internet. As the number of wireless 
network devices continues to grow, the first problem to be 
solved is processing speed. Access control solutions also need 
to be seamlessly synchronized with network and security 
control measures to ensure continuous tracking and uniform 
policy enforcement of devices and their applications across 
distributed networks. Access control must also be able to send 
device information to other secure, networked, and managed 
devices to baseline and monitor data flows and to identify 
rogue devices using techniques such as behavior analysis. An 
integrated security approach to access control and security 
policies not only provides the visibility required for security, 
but also enables automated processes to detect, prevent, and 
respond to threats. 

Tu Yuanfei et.al. [5] propose a security access control 
method for wireless networks based on CP-ABE (Ciphertext-
Policy Attribute-Based Encryption). The ciphertext 
corresponds to an access structure, and the key corresponds to 
an attribute set, decrypted if and only if the attributes in the 
attribute set satisfy the access structure. This design is close to 
the real application scenario, which can pretend that each user 
obtains the key from the attribute organization according to 
their conditions or attributes, and then the cipher formulates 
the access control to the message. This method uses the 
revocable attribute-based on CP-ABE (Ciphertext-Policy 
Attribute-Based Encryption) to construct the initial 
construction of the access control tree of the wireless network, 
generating the access control [secret] key. Through the 
attribute and association of the encryption control algorithm 
towards improving the effectiveness of network access 
control, the wireless network security access control method 
is based on CP-ABE (Ciphertext-Policy Attribute-Based 
Encryption). However, the data throughput of applying this 
method is relatively low. Conversely, reference [6] suggests a 
wireless network security access control method based on 
fuzzy theory. The method uses an analytic hierarchy process 
to calculate the risk value of wireless network interaction 
tasks, constructing a fuzzy evaluation model according to the 
calculation results. It then uses the fuzzy evaluation model to 
expand the access control task of the wireless network. 
According to the extension processing risk of the model, the 
access rights are dynamically controlled, although the access 
delay is considerably high. In another study, reference [7] 
recommends an attribute-based access control method of 
wireless networks. According to the traceable authorization of 
wireless networks, the access control method of wireless 
networks is formulated based on attributes. Based on this 
scheme, a wireless network security access policy supporting 
arbitrary monotone linear is constructed through an encryption 
algorithm, though the encryption efficiency of this method is 
low. Therefore, aiming to address the problems associated 
with the methods, this article proposes a new wireless network 
security access control method based on blockchain 
technology. Based on this access control method, this method 
is applied to the wireless network access control of the 
International shipping port. 

The highlight of wireless self-organization is "self-
organization", which focuses on weakening the core nodes of 

wireless networking (decentralization), increasing the 
universality of nodes, enhancing security, and reducing the 
difficulty of networking. Decentralization is the network that 
does not need a core node, such as a "base station".  All nodes 
are each "base station", and each "base station" is connected 
to another "base station", so that the network organized, 
"network breakdown" will not be caused by "single node 
failure". The benefit of "single node failure" is that instead of 
shutting down the entire network, all nodes are disable at the 
same duration and separated from it. 

Ⅱ. WIRELESS NETWORK SECURITY 
A. Blockchain 

With increasing security needs and requirements, 
blockchain technology has rapidly developed. Currently, the 
mainstream blockchain technology used is version 3.0, which 
significantly improves security. The blockchain structure is 
divided into five levels: the network layer, data layer, contract 
layer, formula layer, and application layer. The overall 
structure of the blockchain is illustrated in Figure 1 [8-10]. 

Data programming Financial programming Social programming

Application layer

Programming code Algorithm mechanism Smart contract

Contract layer

Data layer

Consensus layer

Network layer

Block Block Block ……

……PoW PoS DPoS

Point to point network Communication
mechanism

Verification mechanism

 
Fig. 1. Blockchain architecture. 

 
Analysis of the blockchain architecture is shown in Fig. 1. 

The main distribution in the network layer is the peer-to-peer 
network, which this architecture is responsible for network 
data dissemination and access verification.  The consensus 
layer mainly consists of several consensus mechanisms; the 
data layer stores network data in block form for subsequent 
access and call.  The contract layer includes programming 
scripts and the intelligent algorithm, which is to encrypt the 
blockchain.  All data is displayed at the application layer and 
blockchain of application scenarios [11-13]. 

Given the particularity of its structure, the blockchain has 
the characteristics associated with storage security and flexible 
operation, offering users a powerful logical security 
framework. On the premise of ensuring data security, the 
blockchain can lessen the time used for data transmission. The 
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Analysis of the blockchain architecture is shown in Fig. 1. 

The main distribution in the network layer is the peer-to-peer 
network, which this architecture is responsible for network 
data dissemination and access verification.  The consensus 
layer mainly consists of several consensus mechanisms; the 
data layer stores network data in block form for subsequent 
access and call.  The contract layer includes programming 
scripts and the intelligent algorithm, which is to encrypt the 
blockchain.  All data is displayed at the application layer and 
blockchain of application scenarios [11-13]. 

Given the particularity of its structure, the blockchain has 
the characteristics associated with storage security and flexible 
operation, offering users a powerful logical security 
framework. On the premise of ensuring data security, the 
blockchain can lessen the time used for data transmission. The 
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device connected to the Internet. As the number of wireless 
network devices continues to grow, the first problem to be 
solved is processing speed. Access control solutions also need 
to be seamlessly synchronized with network and security 
control measures to ensure continuous tracking and uniform 
policy enforcement of devices and their applications across 
distributed networks. Access control must also be able to send 
device information to other secure, networked, and managed 
devices to baseline and monitor data flows and to identify 
rogue devices using techniques such as behavior analysis. An 
integrated security approach to access control and security 
policies not only provides the visibility required for security, 
but also enables automated processes to detect, prevent, and 
respond to threats. 

Tu Yuanfei et.al. [5] propose a security access control 
method for wireless networks based on CP-ABE (Ciphertext-
Policy Attribute-Based Encryption). The ciphertext 
corresponds to an access structure, and the key corresponds to 
an attribute set, decrypted if and only if the attributes in the 
attribute set satisfy the access structure. This design is close to 
the real application scenario, which can pretend that each user 
obtains the key from the attribute organization according to 
their conditions or attributes, and then the cipher formulates 
the access control to the message. This method uses the 
revocable attribute-based on CP-ABE (Ciphertext-Policy 
Attribute-Based Encryption) to construct the initial 
construction of the access control tree of the wireless network, 
generating the access control [secret] key. Through the 
attribute and association of the encryption control algorithm 
towards improving the effectiveness of network access 
control, the wireless network security access control method 
is based on CP-ABE (Ciphertext-Policy Attribute-Based 
Encryption). However, the data throughput of applying this 
method is relatively low. Conversely, reference [6] suggests a 
wireless network security access control method based on 
fuzzy theory. The method uses an analytic hierarchy process 
to calculate the risk value of wireless network interaction 
tasks, constructing a fuzzy evaluation model according to the 
calculation results. It then uses the fuzzy evaluation model to 
expand the access control task of the wireless network. 
According to the extension processing risk of the model, the 
access rights are dynamically controlled, although the access 
delay is considerably high. In another study, reference [7] 
recommends an attribute-based access control method of 
wireless networks. According to the traceable authorization of 
wireless networks, the access control method of wireless 
networks is formulated based on attributes. Based on this 
scheme, a wireless network security access policy supporting 
arbitrary monotone linear is constructed through an encryption 
algorithm, though the encryption efficiency of this method is 
low. Therefore, aiming to address the problems associated 
with the methods, this article proposes a new wireless network 
security access control method based on blockchain 
technology. Based on this access control method, this method 
is applied to the wireless network access control of the 
International shipping port. 

The highlight of wireless self-organization is "self-
organization", which focuses on weakening the core nodes of 

wireless networking (decentralization), increasing the 
universality of nodes, enhancing security, and reducing the 
difficulty of networking. Decentralization is the network that 
does not need a core node, such as a "base station".  All nodes 
are each "base station", and each "base station" is connected 
to another "base station", so that the network organized, 
"network breakdown" will not be caused by "single node 
failure". The benefit of "single node failure" is that instead of 
shutting down the entire network, all nodes are disable at the 
same duration and separated from it. 

Ⅱ. WIRELESS NETWORK SECURITY 
A. Blockchain 

With increasing security needs and requirements, 
blockchain technology has rapidly developed. Currently, the 
mainstream blockchain technology used is version 3.0, which 
significantly improves security. The blockchain structure is 
divided into five levels: the network layer, data layer, contract 
layer, formula layer, and application layer. The overall 
structure of the blockchain is illustrated in Figure 1 [8-10]. 

Data programming Financial programming Social programming

Application layer

Programming code Algorithm mechanism Smart contract

Contract layer

Data layer

Consensus layer

Network layer

Block Block Block ……

……PoW PoS DPoS

Point to point network Communication
mechanism

Verification mechanism

 
Fig. 1. Blockchain architecture. 

 
Analysis of the blockchain architecture is shown in Fig. 1. 

The main distribution in the network layer is the peer-to-peer 
network, which this architecture is responsible for network 
data dissemination and access verification.  The consensus 
layer mainly consists of several consensus mechanisms; the 
data layer stores network data in block form for subsequent 
access and call.  The contract layer includes programming 
scripts and the intelligent algorithm, which is to encrypt the 
blockchain.  All data is displayed at the application layer and 
blockchain of application scenarios [11-13]. 

Given the particularity of its structure, the blockchain has 
the characteristics associated with storage security and flexible 
operation, offering users a powerful logical security 
framework. On the premise of ensuring data security, the 
blockchain can lessen the time used for data transmission. The 
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device connected to the Internet. As the number of wireless 
network devices continues to grow, the first problem to be 
solved is processing speed. Access control solutions also need 
to be seamlessly synchronized with network and security 
control measures to ensure continuous tracking and uniform 
policy enforcement of devices and their applications across 
distributed networks. Access control must also be able to send 
device information to other secure, networked, and managed 
devices to baseline and monitor data flows and to identify 
rogue devices using techniques such as behavior analysis. An 
integrated security approach to access control and security 
policies not only provides the visibility required for security, 
but also enables automated processes to detect, prevent, and 
respond to threats. 

Tu Yuanfei et.al. [5] propose a security access control 
method for wireless networks based on CP-ABE (Ciphertext-
Policy Attribute-Based Encryption). The ciphertext 
corresponds to an access structure, and the key corresponds to 
an attribute set, decrypted if and only if the attributes in the 
attribute set satisfy the access structure. This design is close to 
the real application scenario, which can pretend that each user 
obtains the key from the attribute organization according to 
their conditions or attributes, and then the cipher formulates 
the access control to the message. This method uses the 
revocable attribute-based on CP-ABE (Ciphertext-Policy 
Attribute-Based Encryption) to construct the initial 
construction of the access control tree of the wireless network, 
generating the access control [secret] key. Through the 
attribute and association of the encryption control algorithm 
towards improving the effectiveness of network access 
control, the wireless network security access control method 
is based on CP-ABE (Ciphertext-Policy Attribute-Based 
Encryption). However, the data throughput of applying this 
method is relatively low. Conversely, reference [6] suggests a 
wireless network security access control method based on 
fuzzy theory. The method uses an analytic hierarchy process 
to calculate the risk value of wireless network interaction 
tasks, constructing a fuzzy evaluation model according to the 
calculation results. It then uses the fuzzy evaluation model to 
expand the access control task of the wireless network. 
According to the extension processing risk of the model, the 
access rights are dynamically controlled, although the access 
delay is considerably high. In another study, reference [7] 
recommends an attribute-based access control method of 
wireless networks. According to the traceable authorization of 
wireless networks, the access control method of wireless 
networks is formulated based on attributes. Based on this 
scheme, a wireless network security access policy supporting 
arbitrary monotone linear is constructed through an encryption 
algorithm, though the encryption efficiency of this method is 
low. Therefore, aiming to address the problems associated 
with the methods, this article proposes a new wireless network 
security access control method based on blockchain 
technology. Based on this access control method, this method 
is applied to the wireless network access control of the 
International shipping port. 

The highlight of wireless self-organization is "self-
organization", which focuses on weakening the core nodes of 

wireless networking (decentralization), increasing the 
universality of nodes, enhancing security, and reducing the 
difficulty of networking. Decentralization is the network that 
does not need a core node, such as a "base station".  All nodes 
are each "base station", and each "base station" is connected 
to another "base station", so that the network organized, 
"network breakdown" will not be caused by "single node 
failure". The benefit of "single node failure" is that instead of 
shutting down the entire network, all nodes are disable at the 
same duration and separated from it. 

Ⅱ. WIRELESS NETWORK SECURITY 
A. Blockchain 

With increasing security needs and requirements, 
blockchain technology has rapidly developed. Currently, the 
mainstream blockchain technology used is version 3.0, which 
significantly improves security. The blockchain structure is 
divided into five levels: the network layer, data layer, contract 
layer, formula layer, and application layer. The overall 
structure of the blockchain is illustrated in Figure 1 [8-10]. 
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Analysis of the blockchain architecture is shown in Fig. 1. 

The main distribution in the network layer is the peer-to-peer 
network, which this architecture is responsible for network 
data dissemination and access verification.  The consensus 
layer mainly consists of several consensus mechanisms; the 
data layer stores network data in block form for subsequent 
access and call.  The contract layer includes programming 
scripts and the intelligent algorithm, which is to encrypt the 
blockchain.  All data is displayed at the application layer and 
blockchain of application scenarios [11-13]. 

Given the particularity of its structure, the blockchain has 
the characteristics associated with storage security and flexible 
operation, offering users a powerful logical security 
framework. On the premise of ensuring data security, the 
blockchain can lessen the time used for data transmission. The 
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device connected to the Internet. As the number of wireless 
network devices continues to grow, the first problem to be 
solved is processing speed. Access control solutions also need 
to be seamlessly synchronized with network and security 
control measures to ensure continuous tracking and uniform 
policy enforcement of devices and their applications across 
distributed networks. Access control must also be able to send 
device information to other secure, networked, and managed 
devices to baseline and monitor data flows and to identify 
rogue devices using techniques such as behavior analysis. An 
integrated security approach to access control and security 
policies not only provides the visibility required for security, 
but also enables automated processes to detect, prevent, and 
respond to threats. 

Tu Yuanfei et.al. [5] propose a security access control 
method for wireless networks based on CP-ABE (Ciphertext-
Policy Attribute-Based Encryption). The ciphertext 
corresponds to an access structure, and the key corresponds to 
an attribute set, decrypted if and only if the attributes in the 
attribute set satisfy the access structure. This design is close to 
the real application scenario, which can pretend that each user 
obtains the key from the attribute organization according to 
their conditions or attributes, and then the cipher formulates 
the access control to the message. This method uses the 
revocable attribute-based on CP-ABE (Ciphertext-Policy 
Attribute-Based Encryption) to construct the initial 
construction of the access control tree of the wireless network, 
generating the access control [secret] key. Through the 
attribute and association of the encryption control algorithm 
towards improving the effectiveness of network access 
control, the wireless network security access control method 
is based on CP-ABE (Ciphertext-Policy Attribute-Based 
Encryption). However, the data throughput of applying this 
method is relatively low. Conversely, reference [6] suggests a 
wireless network security access control method based on 
fuzzy theory. The method uses an analytic hierarchy process 
to calculate the risk value of wireless network interaction 
tasks, constructing a fuzzy evaluation model according to the 
calculation results. It then uses the fuzzy evaluation model to 
expand the access control task of the wireless network. 
According to the extension processing risk of the model, the 
access rights are dynamically controlled, although the access 
delay is considerably high. In another study, reference [7] 
recommends an attribute-based access control method of 
wireless networks. According to the traceable authorization of 
wireless networks, the access control method of wireless 
networks is formulated based on attributes. Based on this 
scheme, a wireless network security access policy supporting 
arbitrary monotone linear is constructed through an encryption 
algorithm, though the encryption efficiency of this method is 
low. Therefore, aiming to address the problems associated 
with the methods, this article proposes a new wireless network 
security access control method based on blockchain 
technology. Based on this access control method, this method 
is applied to the wireless network access control of the 
International shipping port. 

The highlight of wireless self-organization is "self-
organization", which focuses on weakening the core nodes of 

wireless networking (decentralization), increasing the 
universality of nodes, enhancing security, and reducing the 
difficulty of networking. Decentralization is the network that 
does not need a core node, such as a "base station".  All nodes 
are each "base station", and each "base station" is connected 
to another "base station", so that the network organized, 
"network breakdown" will not be caused by "single node 
failure". The benefit of "single node failure" is that instead of 
shutting down the entire network, all nodes are disable at the 
same duration and separated from it. 

Ⅱ. WIRELESS NETWORK SECURITY 
A. Blockchain 

With increasing security needs and requirements, 
blockchain technology has rapidly developed. Currently, the 
mainstream blockchain technology used is version 3.0, which 
significantly improves security. The blockchain structure is 
divided into five levels: the network layer, data layer, contract 
layer, formula layer, and application layer. The overall 
structure of the blockchain is illustrated in Figure 1 [8-10]. 
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Analysis of the blockchain architecture is shown in Fig. 1. 

The main distribution in the network layer is the peer-to-peer 
network, which this architecture is responsible for network 
data dissemination and access verification.  The consensus 
layer mainly consists of several consensus mechanisms; the 
data layer stores network data in block form for subsequent 
access and call.  The contract layer includes programming 
scripts and the intelligent algorithm, which is to encrypt the 
blockchain.  All data is displayed at the application layer and 
blockchain of application scenarios [11-13]. 

Given the particularity of its structure, the blockchain has 
the characteristics associated with storage security and flexible 
operation, offering users a powerful logical security 
framework. On the premise of ensuring data security, the 
blockchain can lessen the time used for data transmission. The 
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device connected to the Internet. As the number of wireless 
network devices continues to grow, the first problem to be 
solved is processing speed. Access control solutions also need 
to be seamlessly synchronized with network and security 
control measures to ensure continuous tracking and uniform 
policy enforcement of devices and their applications across 
distributed networks. Access control must also be able to send 
device information to other secure, networked, and managed 
devices to baseline and monitor data flows and to identify 
rogue devices using techniques such as behavior analysis. An 
integrated security approach to access control and security 
policies not only provides the visibility required for security, 
but also enables automated processes to detect, prevent, and 
respond to threats. 

Tu Yuanfei et.al. [5] propose a security access control 
method for wireless networks based on CP-ABE (Ciphertext-
Policy Attribute-Based Encryption). The ciphertext 
corresponds to an access structure, and the key corresponds to 
an attribute set, decrypted if and only if the attributes in the 
attribute set satisfy the access structure. This design is close to 
the real application scenario, which can pretend that each user 
obtains the key from the attribute organization according to 
their conditions or attributes, and then the cipher formulates 
the access control to the message. This method uses the 
revocable attribute-based on CP-ABE (Ciphertext-Policy 
Attribute-Based Encryption) to construct the initial 
construction of the access control tree of the wireless network, 
generating the access control [secret] key. Through the 
attribute and association of the encryption control algorithm 
towards improving the effectiveness of network access 
control, the wireless network security access control method 
is based on CP-ABE (Ciphertext-Policy Attribute-Based 
Encryption). However, the data throughput of applying this 
method is relatively low. Conversely, reference [6] suggests a 
wireless network security access control method based on 
fuzzy theory. The method uses an analytic hierarchy process 
to calculate the risk value of wireless network interaction 
tasks, constructing a fuzzy evaluation model according to the 
calculation results. It then uses the fuzzy evaluation model to 
expand the access control task of the wireless network. 
According to the extension processing risk of the model, the 
access rights are dynamically controlled, although the access 
delay is considerably high. In another study, reference [7] 
recommends an attribute-based access control method of 
wireless networks. According to the traceable authorization of 
wireless networks, the access control method of wireless 
networks is formulated based on attributes. Based on this 
scheme, a wireless network security access policy supporting 
arbitrary monotone linear is constructed through an encryption 
algorithm, though the encryption efficiency of this method is 
low. Therefore, aiming to address the problems associated 
with the methods, this article proposes a new wireless network 
security access control method based on blockchain 
technology. Based on this access control method, this method 
is applied to the wireless network access control of the 
International shipping port. 

The highlight of wireless self-organization is "self-
organization", which focuses on weakening the core nodes of 

wireless networking (decentralization), increasing the 
universality of nodes, enhancing security, and reducing the 
difficulty of networking. Decentralization is the network that 
does not need a core node, such as a "base station".  All nodes 
are each "base station", and each "base station" is connected 
to another "base station", so that the network organized, 
"network breakdown" will not be caused by "single node 
failure". The benefit of "single node failure" is that instead of 
shutting down the entire network, all nodes are disable at the 
same duration and separated from it. 

Ⅱ. WIRELESS NETWORK SECURITY 
A. Blockchain 

With increasing security needs and requirements, 
blockchain technology has rapidly developed. Currently, the 
mainstream blockchain technology used is version 3.0, which 
significantly improves security. The blockchain structure is 
divided into five levels: the network layer, data layer, contract 
layer, formula layer, and application layer. The overall 
structure of the blockchain is illustrated in Figure 1 [8-10]. 
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Analysis of the blockchain architecture is shown in Fig. 1. 

The main distribution in the network layer is the peer-to-peer 
network, which this architecture is responsible for network 
data dissemination and access verification.  The consensus 
layer mainly consists of several consensus mechanisms; the 
data layer stores network data in block form for subsequent 
access and call.  The contract layer includes programming 
scripts and the intelligent algorithm, which is to encrypt the 
blockchain.  All data is displayed at the application layer and 
blockchain of application scenarios [11-13]. 

Given the particularity of its structure, the blockchain has 
the characteristics associated with storage security and flexible 
operation, offering users a powerful logical security 
framework. On the premise of ensuring data security, the 
blockchain can lessen the time used for data transmission. The 
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device connected to the Internet. As the number of wireless 
network devices continues to grow, the first problem to be 
solved is processing speed. Access control solutions also need 
to be seamlessly synchronized with network and security 
control measures to ensure continuous tracking and uniform 
policy enforcement of devices and their applications across 
distributed networks. Access control must also be able to send 
device information to other secure, networked, and managed 
devices to baseline and monitor data flows and to identify 
rogue devices using techniques such as behavior analysis. An 
integrated security approach to access control and security 
policies not only provides the visibility required for security, 
but also enables automated processes to detect, prevent, and 
respond to threats. 

Tu Yuanfei et.al. [5] propose a security access control 
method for wireless networks based on CP-ABE (Ciphertext-
Policy Attribute-Based Encryption). The ciphertext 
corresponds to an access structure, and the key corresponds to 
an attribute set, decrypted if and only if the attributes in the 
attribute set satisfy the access structure. This design is close to 
the real application scenario, which can pretend that each user 
obtains the key from the attribute organization according to 
their conditions or attributes, and then the cipher formulates 
the access control to the message. This method uses the 
revocable attribute-based on CP-ABE (Ciphertext-Policy 
Attribute-Based Encryption) to construct the initial 
construction of the access control tree of the wireless network, 
generating the access control [secret] key. Through the 
attribute and association of the encryption control algorithm 
towards improving the effectiveness of network access 
control, the wireless network security access control method 
is based on CP-ABE (Ciphertext-Policy Attribute-Based 
Encryption). However, the data throughput of applying this 
method is relatively low. Conversely, reference [6] suggests a 
wireless network security access control method based on 
fuzzy theory. The method uses an analytic hierarchy process 
to calculate the risk value of wireless network interaction 
tasks, constructing a fuzzy evaluation model according to the 
calculation results. It then uses the fuzzy evaluation model to 
expand the access control task of the wireless network. 
According to the extension processing risk of the model, the 
access rights are dynamically controlled, although the access 
delay is considerably high. In another study, reference [7] 
recommends an attribute-based access control method of 
wireless networks. According to the traceable authorization of 
wireless networks, the access control method of wireless 
networks is formulated based on attributes. Based on this 
scheme, a wireless network security access policy supporting 
arbitrary monotone linear is constructed through an encryption 
algorithm, though the encryption efficiency of this method is 
low. Therefore, aiming to address the problems associated 
with the methods, this article proposes a new wireless network 
security access control method based on blockchain 
technology. Based on this access control method, this method 
is applied to the wireless network access control of the 
International shipping port. 

The highlight of wireless self-organization is "self-
organization", which focuses on weakening the core nodes of 

wireless networking (decentralization), increasing the 
universality of nodes, enhancing security, and reducing the 
difficulty of networking. Decentralization is the network that 
does not need a core node, such as a "base station".  All nodes 
are each "base station", and each "base station" is connected 
to another "base station", so that the network organized, 
"network breakdown" will not be caused by "single node 
failure". The benefit of "single node failure" is that instead of 
shutting down the entire network, all nodes are disable at the 
same duration and separated from it. 

Ⅱ. WIRELESS NETWORK SECURITY 
A. Blockchain 

With increasing security needs and requirements, 
blockchain technology has rapidly developed. Currently, the 
mainstream blockchain technology used is version 3.0, which 
significantly improves security. The blockchain structure is 
divided into five levels: the network layer, data layer, contract 
layer, formula layer, and application layer. The overall 
structure of the blockchain is illustrated in Figure 1 [8-10]. 
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Analysis of the blockchain architecture is shown in Fig. 1. 

The main distribution in the network layer is the peer-to-peer 
network, which this architecture is responsible for network 
data dissemination and access verification.  The consensus 
layer mainly consists of several consensus mechanisms; the 
data layer stores network data in block form for subsequent 
access and call.  The contract layer includes programming 
scripts and the intelligent algorithm, which is to encrypt the 
blockchain.  All data is displayed at the application layer and 
blockchain of application scenarios [11-13]. 

Given the particularity of its structure, the blockchain has 
the characteristics associated with storage security and flexible 
operation, offering users a powerful logical security 
framework. On the premise of ensuring data security, the 
blockchain can lessen the time used for data transmission. The 
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relevant characteristics of the blockchain are illustrated in Fig. 
2. 
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Fig. 2. Characteristics of blockchain architecture. 

 
B. Access control 

a) Characteristics of wireless network 
The overall structure of the wireless network is the OSI 

system structure which mainly includes the data link layer, the 
transmission layer, and the application layer. However, 
different wireless networks have different structural levels. 
Based on acquiring the characteristics of the wireless network, 
it is necessary to establish the relevant factors of the wireless 
network security evaluation to realize better the access control 
of the wireless network [14-16]. 

In a wireless network, the security load of each transmission 
node is related to its previous-hop or next-hop node. The 
transmission diagram of the wireless network node is 
illustrated in Fig. 3. 

Transmission path 1

Node i
QL

QLi

Node i+1

 
Fig. 3. Schematic diagram of wireless network node transmission. 

 
As shown in Fig. 3, node 𝑖𝑖 in a wireless network is the last 

hop node of node 𝑖𝑖 + 1, which is also the next-hop node of 
node 𝑖𝑖 − 1. When the channel state of the wireless network is 
stable, node 𝑖𝑖 will only be affected by the data transmission 
of node 𝑖𝑖 + 1. Notably, when the overall receiving rate of a 
wireless network is greater than the sending rate, the secure 

transmission of wireless network data will be affected. 
Accordingly, the increase of load degree of wireless network 
nodes seriously reduces the quality of data transmission, 
thereby affecting the wireless network's security [17]. 

According to the above analysis, through a load of a 
wireless network node, the security degree of the wireless 
network node access is analyzed, and the factors such as 
waiting time of transmission, receiving, and sending rate are 
analyzed. The process of safety degree analysis is as follows: 

LONLi = QLi+∑bj⋅ETj−α∑ bm⋅ETm
bi

ETXi       (1) 
 

In the formula, 𝑄𝑄𝐿𝐿𝑖𝑖  is the waiting time of node 𝑖𝑖; 𝑏𝑏𝑗𝑗 is 
the data transmission rate of node 𝑗𝑗 ; 𝛼𝛼  is the implicit 
influence factor of security; 𝑏𝑏𝑚𝑚  is the transmission rate of 
node 𝑚𝑚; and 𝑏𝑏𝑖𝑖 is the transmission rate of node 𝑖𝑖. The speed 
of a node and the security of a node in a wireless network are 
determined by the value of transmission wait time, receiving 
rate and sending rate, LONLi is load of a wireless network 
node. 

According to formula (1), the data transmission rate of 
wireless network nodes is variable, though the limit 
transmission rate of different nodes is different. If the limit 
transmission rate of nodes in a wireless network is 𝐵𝐵𝑖𝑖, then 
the calculation formula of limit is as follows: 

lim
bi→Ei
∑bj⋅ETj

QLi+∑bj⋅ETj−α∑ bm⋅ETm
bi

ETXi = Z      (2) 

 
According to formula (2), when the transmission rate of the 

wireless network node 𝑖𝑖 is close to the limit rate 𝐵𝐵𝑖𝑖, the load 
of the last hop node of node 𝑖𝑖 is large; thus, the transmission 
rate at this time is close to the limit value 𝑍𝑍. As such, the 
access security of the wireless network is affected, regardless 
of whether the transmission rate of the node is adjusted or the 
effect of the implicit influence factor. 

Consequently, wireless network security access is judged 
according to the transmission rate of the node and the implicit 
influence factor. 

b) Access control model 
Different wireless networks have different requirements of 

usage for access models. To ensure the security and integrity 
of access data, access control to wireless networks is 
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According to formula (2), when the transmission rate of the 

wireless network node 𝑖𝑖 is close to the limit rate 𝐵𝐵𝑖𝑖, the load 
of the last hop node of node 𝑖𝑖 is large; thus, the transmission 
rate at this time is close to the limit value 𝑍𝑍. As such, the 
access security of the wireless network is affected, regardless 
of whether the transmission rate of the node is adjusted or the 
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Consequently, wireless network security access is judged 
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b) Access control model 
Different wireless networks have different requirements of 

usage for access models. To ensure the security and integrity 
of access data, access control to wireless networks is 
performed hierarchically [18-20]. Access control at all levels 
of a wireless network can effectively improve the 
effectiveness of access control. The specific structure of 
wireless network security access control is displayed in Fig. 4. 
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of wireless networks and prevents illegal or unauthorized 
users and legitimate users from operating beyond their 
authority. Therefore, the wireless network security access 
control model is developed. In this model, the different 
permissions of wireless network access are configured, and the 
corresponding access rights can only access the data within the 
authority to avert information from being stolen. Access 
control is principal to determine the user's credit rating to 
authorize different access users. The basic model of wireless 
reservation access control is shown in Fig. 5.
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Once the basic wireless network security access control 

model is constructed, the user trust level is segmented. The 
trust level is mainly classified into trustworthy and 
untrustworthy, recorded as 1 and 0, respectively. The trust 
level mainly considers the number of DOS attacks from 
wireless network access. The number of attacks is inversely 
proportional to the trust level. The higher the number of 

attacks, the lower the trust level, and vice versa. For example, 
the number of incorrect logins of users 𝑛𝑛 as an example; the 
trust level is divided by the value of 𝑛𝑛: 

{
 
 

 
 N = 0                  The trust level is 5
N ∈ [1,3]             The trust level is 4
N ∈ [4,6]             The trust level is 3
N ∈ [7,9]             The trust level is 2
N ∈ [10,12]         The trust level is 1
N ∈ [12, +∞]      The trust level is 0

 (3) 

 

The trusted value of user behavior can be expressed by a 
specific value. Here, the basic trusted value can be calculated 
by the following consensus: 

mi =
di−1
Wi−1

                (4) 
 

The formula di  represents the credit rating evaluation 
results of wireless network access users and Wi  represents 
the credit rating-related data of wireless network access users,
mi represents the trusted value of user behavior. 

To improve the accuracy of the calculation of the credit 
value, a series of user access data is marked as 
(B1, B2, . . . , Bn−1, Bn)  by weight coefficient. For a specific 
behavior Bi , the weight coefficient is used to represent 
tiwhere ti ∈ [0,1] and ∑ tin

i=1 = 1; the credit rating data is 
used to represent 𝑊𝑊𝑖𝑖; the credit rating of the current behavior 
is represented by di, where di ∈ [0,Wi − 1], and the trusted 
value is represented by 𝑀𝑀. 

According to the parameter analysis result as mentioned 
above, the credible value 𝑀𝑀 of the user requesting wireless 
network access is calculated, where the user's credit rating is 
then judged: 

M = ∑ timi
n
i=1
∑ tin
i=1

=
∑ ti

di−1
Wi−1

n
i=1

∑ tin
i=1

(ti ∈ [0,1]，∑ ti = 1n
i=1

di ∈ [0,Wi − 1]
)  (5) 

 

The formula 𝑡𝑡𝑖𝑖  represents the weight coefficient, and its 
value is judged according to the importance of wireless 
network access behavior, 𝑡𝑡𝑖𝑖 ∈ [0,1], ∑ 𝑡𝑡𝑖𝑖𝑛𝑛

𝑖𝑖=1 = 1. 

By comparing the importance of wireless network access 
user behavior, the importance degree results of different 
access behavior are acquired, and the weight coefficient is 
calculated according to the result. 

According to the trust value calculated above, when the trust 
level of user access behavior is high enough, users are 
assigned in different degrees of access rights. There are six 
kinds of access trust levels in wireless networks, which 
correspond to different trust values. The specific 
corresponding relationship between them is shown in Table 1. 
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The trusted value of user behavior can be expressed by a 
specific value. Here, the basic trusted value can be calculated 
by the following consensus: 
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The formula di  represents the credit rating evaluation 
results of wireless network access users and Wi  represents 
the credit rating-related data of wireless network access users,
mi represents the trusted value of user behavior. 

To improve the accuracy of the calculation of the credit 
value, a series of user access data is marked as 
(B1, B2, . . . , Bn−1, Bn)  by weight coefficient. For a specific 
behavior Bi , the weight coefficient is used to represent 
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value is represented by 𝑀𝑀. 

According to the parameter analysis result as mentioned 
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The formula 𝑡𝑡𝑖𝑖  represents the weight coefficient, and its 
value is judged according to the importance of wireless 
network access behavior, 𝑡𝑡𝑖𝑖 ∈ [0,1], ∑ 𝑡𝑡𝑖𝑖𝑛𝑛

𝑖𝑖=1 = 1. 

By comparing the importance of wireless network access 
user behavior, the importance degree results of different 
access behavior are acquired, and the weight coefficient is 
calculated according to the result. 

According to the trust value calculated above, when the trust 
level of user access behavior is high enough, users are 
assigned in different degrees of access rights. There are six 
kinds of access trust levels in wireless networks, which 
correspond to different trust values. The specific 
corresponding relationship between them is shown in Table 1. 
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Once the basic wireless network security access control 

model is constructed, the user trust level is segmented. The 
trust level is mainly classified into trustworthy and 
untrustworthy, recorded as 1 and 0, respectively. The trust 
level mainly considers the number of DOS attacks from 
wireless network access. The number of attacks is inversely 
proportional to the trust level. The higher the number of 

attacks, the lower the trust level, and vice versa. For example, 
the number of incorrect logins of users 𝑛𝑛 as an example; the 
trust level is divided by the value of 𝑛𝑛: 
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The trusted value of user behavior can be expressed by a 
specific value. Here, the basic trusted value can be calculated 
by the following consensus: 

mi =
di−1
Wi−1

                (4) 
 

The formula di  represents the credit rating evaluation 
results of wireless network access users and Wi  represents 
the credit rating-related data of wireless network access users,
mi represents the trusted value of user behavior. 

To improve the accuracy of the calculation of the credit 
value, a series of user access data is marked as 
(B1, B2, . . . , Bn−1, Bn)  by weight coefficient. For a specific 
behavior Bi , the weight coefficient is used to represent 
tiwhere ti ∈ [0,1] and ∑ tin

i=1 = 1; the credit rating data is 
used to represent 𝑊𝑊𝑖𝑖; the credit rating of the current behavior 
is represented by di, where di ∈ [0,Wi − 1], and the trusted 
value is represented by 𝑀𝑀. 

According to the parameter analysis result as mentioned 
above, the credible value 𝑀𝑀 of the user requesting wireless 
network access is calculated, where the user's credit rating is 
then judged: 
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The formula 𝑡𝑡𝑖𝑖  represents the weight coefficient, and its 
value is judged according to the importance of wireless 
network access behavior, 𝑡𝑡𝑖𝑖 ∈ [0,1], ∑ 𝑡𝑡𝑖𝑖𝑛𝑛

𝑖𝑖=1 = 1. 

By comparing the importance of wireless network access 
user behavior, the importance degree results of different 
access behavior are acquired, and the weight coefficient is 
calculated according to the result. 

According to the trust value calculated above, when the trust 
level of user access behavior is high enough, users are 
assigned in different degrees of access rights. There are six 
kinds of access trust levels in wireless networks, which 
correspond to different trust values. The specific 
corresponding relationship between them is shown in Table 1. 
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corresponding access rights can only access the data within the 
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Once the basic wireless network security access control 

model is constructed, the user trust level is segmented. The 
trust level is mainly classified into trustworthy and 
untrustworthy, recorded as 1 and 0, respectively. The trust 
level mainly considers the number of DOS attacks from 
wireless network access. The number of attacks is inversely 
proportional to the trust level. The higher the number of 

attacks, the lower the trust level, and vice versa. For example, 
the number of incorrect logins of users 𝑛𝑛 as an example; the 
trust level is divided by the value of 𝑛𝑛: 
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The trusted value of user behavior can be expressed by a 
specific value. Here, the basic trusted value can be calculated 
by the following consensus: 

mi =
di−1
Wi−1

                (4) 
 

The formula di  represents the credit rating evaluation 
results of wireless network access users and Wi  represents 
the credit rating-related data of wireless network access users,
mi represents the trusted value of user behavior. 

To improve the accuracy of the calculation of the credit 
value, a series of user access data is marked as 
(B1, B2, . . . , Bn−1, Bn)  by weight coefficient. For a specific 
behavior Bi , the weight coefficient is used to represent 
tiwhere ti ∈ [0,1] and ∑ tin

i=1 = 1; the credit rating data is 
used to represent 𝑊𝑊𝑖𝑖; the credit rating of the current behavior 
is represented by di, where di ∈ [0,Wi − 1], and the trusted 
value is represented by 𝑀𝑀. 

According to the parameter analysis result as mentioned 
above, the credible value 𝑀𝑀 of the user requesting wireless 
network access is calculated, where the user's credit rating is 
then judged: 
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The formula 𝑡𝑡𝑖𝑖  represents the weight coefficient, and its 
value is judged according to the importance of wireless 
network access behavior, 𝑡𝑡𝑖𝑖 ∈ [0,1], ∑ 𝑡𝑡𝑖𝑖𝑛𝑛

𝑖𝑖=1 = 1. 

By comparing the importance of wireless network access 
user behavior, the importance degree results of different 
access behavior are acquired, and the weight coefficient is 
calculated according to the result. 

According to the trust value calculated above, when the trust 
level of user access behavior is high enough, users are 
assigned in different degrees of access rights. There are six 
kinds of access trust levels in wireless networks, which 
correspond to different trust values. The specific 
corresponding relationship between them is shown in Table 1. 
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Once the basic wireless network security access control 

model is constructed, the user trust level is segmented. The 
trust level is mainly classified into trustworthy and 
untrustworthy, recorded as 1 and 0, respectively. The trust 
level mainly considers the number of DOS attacks from 
wireless network access. The number of attacks is inversely 
proportional to the trust level. The higher the number of 

attacks, the lower the trust level, and vice versa. For example, 
the number of incorrect logins of users 𝑛𝑛 as an example; the 
trust level is divided by the value of 𝑛𝑛: 
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The trusted value of user behavior can be expressed by a 
specific value. Here, the basic trusted value can be calculated 
by the following consensus: 

mi =
di−1
Wi−1

                (4) 
 

The formula di  represents the credit rating evaluation 
results of wireless network access users and Wi  represents 
the credit rating-related data of wireless network access users,
mi represents the trusted value of user behavior. 

To improve the accuracy of the calculation of the credit 
value, a series of user access data is marked as 
(B1, B2, . . . , Bn−1, Bn)  by weight coefficient. For a specific 
behavior Bi , the weight coefficient is used to represent 
tiwhere ti ∈ [0,1] and ∑ tin

i=1 = 1; the credit rating data is 
used to represent 𝑊𝑊𝑖𝑖; the credit rating of the current behavior 
is represented by di, where di ∈ [0,Wi − 1], and the trusted 
value is represented by 𝑀𝑀. 

According to the parameter analysis result as mentioned 
above, the credible value 𝑀𝑀 of the user requesting wireless 
network access is calculated, where the user's credit rating is 
then judged: 
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The formula 𝑡𝑡𝑖𝑖  represents the weight coefficient, and its 
value is judged according to the importance of wireless 
network access behavior, 𝑡𝑡𝑖𝑖 ∈ [0,1], ∑ 𝑡𝑡𝑖𝑖𝑛𝑛

𝑖𝑖=1 = 1. 

By comparing the importance of wireless network access 
user behavior, the importance degree results of different 
access behavior are acquired, and the weight coefficient is 
calculated according to the result. 

According to the trust value calculated above, when the trust 
level of user access behavior is high enough, users are 
assigned in different degrees of access rights. There are six 
kinds of access trust levels in wireless networks, which 
correspond to different trust values. The specific 
corresponding relationship between them is shown in Table 1. 
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The trusted value of user behavior can be expressed by a 
specific value. Here, the basic trusted value can be calculated 
by the following consensus: 
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The formula di  represents the credit rating evaluation 
results of wireless network access users and Wi  represents 
the credit rating-related data of wireless network access users,
mi represents the trusted value of user behavior. 

To improve the accuracy of the calculation of the credit 
value, a series of user access data is marked as 
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behavior Bi , the weight coefficient is used to represent 
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value is represented by 𝑀𝑀. 
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The formula 𝑡𝑡𝑖𝑖  represents the weight coefficient, and its 
value is judged according to the importance of wireless 
network access behavior, 𝑡𝑡𝑖𝑖 ∈ [0,1], ∑ 𝑡𝑡𝑖𝑖𝑛𝑛

𝑖𝑖=1 = 1. 

By comparing the importance of wireless network access 
user behavior, the importance degree results of different 
access behavior are acquired, and the weight coefficient is 
calculated according to the result. 

According to the trust value calculated above, when the trust 
level of user access behavior is high enough, users are 
assigned in different degrees of access rights. There are six 
kinds of access trust levels in wireless networks, which 
correspond to different trust values. The specific 
corresponding relationship between them is shown in Table 1. 
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Fig. 6. Correspondence between user trust and authorization mode. 

 
c) Encryption algorithm 
The goal of this research is to ensure the security of wireless 

network access, in which the elliptic curve group algorithm is 
applied to encrypt wireless networks. In the elliptic 
cryptography encryption scheme, this kind of group is 
composed of the points on the elliptic curve. They should be 
𝑍𝑍𝑝𝑝

∗ (𝑝𝑝 is the prime number) when they are applied to wireless 
network encryption. 

Conversely, it is challenging to solve the discrete logarithm 
problem in the group to ensure it is relatively safe. Most 
wireless network security encryption based on elliptic curve 
group encryption that analyze the corresponding group in a 
completely generalized manner without considering the 
specific group in the specific encryption scheme. The specific 
encryption process is as follows. 

Let 𝑝𝑝  be a prime number. Consider the equation of 
variables 𝐴𝐴 and 𝐵𝐵: 

𝑦𝑦2 = 𝑥𝑥3 + 𝐴𝐴𝑥𝑥 + 𝐵𝐵 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝          (6) 

 
In the formula, 𝐴𝐴, 𝐵𝐵 ∈ 𝑍𝑍𝑝𝑝, so that equation 𝑥𝑥3 + 𝐴𝐴𝑥𝑥 + 𝐵𝐵 =

0 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 has no multiple roots, 𝐴𝐴, 𝐵𝐵 need to be constants in 
satisfying the inequality 4𝐴𝐴3 + 27𝐵𝐵2 ≠ 0 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝. �̑�𝐸(𝑍𝑍𝑝𝑝) is 
the set of number pairs (𝑥𝑥, 𝑦𝑦) ∈ (𝑍𝑍𝑝𝑝)2 satisfying the above 
equation: 

�̑�𝐸(𝑍𝑍𝑝𝑝) = {(𝑥𝑥, 𝑦𝑦)|𝑥𝑥, 𝑦𝑦 ∈ 𝑍𝑍𝑝𝑝 𝑎𝑎𝑎𝑎𝑚𝑚 𝑦𝑦2 = 𝑥𝑥3 + 𝐴𝐴𝑥𝑥 + 𝐵𝐵 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝} (7) 
 
The double line group is defined by {𝑝𝑝, 𝐺𝐺1, 𝐺𝐺2, 𝐺𝐺𝑖𝑖, 𝑒𝑒}, where 

p is a prime number with a large value related to the security 
constant 𝜆𝜆  of wireless network, and 𝐺𝐺1, 𝐺𝐺2, 𝐺𝐺𝑖𝑖  are 
multiplication operation groups of a prime number 𝑝𝑝 . 
According to the above analysis, bilinear mapping is defined 
as 𝑒𝑒: 𝐺𝐺1 × 𝐺𝐺2 → 𝐺𝐺𝑖𝑖 , which must satisfy the following 
conditions: 

(1) Bilinear: the mapping 𝑒𝑒 is bilinear, if for any 𝑔𝑔1 ∈ 𝐺𝐺1 , 
𝑔𝑔2 ∈ 𝐺𝐺2  and 𝑎𝑎, 𝑏𝑏 ∈ 𝑍𝑍𝑝𝑝 the equation 𝑒𝑒(𝑔𝑔1

𝑎𝑎, 𝑔𝑔2
𝑏𝑏) =

𝑒𝑒(𝑔𝑔1, 𝑔𝑔2)𝑎𝑎𝑏𝑏 holds. 

(2) Non degeneracy: if there is 𝑔𝑔1 ∈ 𝐺𝐺1 , 𝑔𝑔2 ∈ 𝐺𝐺2 such that 
𝑒𝑒(𝑔𝑔1, 𝑔𝑔2) ≠ 1 1 ∈ 𝐺𝐺𝑖𝑖, then it is not orthogonal. 

(3) Measurability: there is 𝑔𝑔1 ∈ 𝐺𝐺1 , 𝑔𝑔2 ∈ 𝐺𝐺2 , using the 
wireless network security constant p to construct the 
probability polynomial to calculate 𝑒𝑒(𝑔𝑔1, 𝑔𝑔2). 

If 𝐺𝐺1 = 𝐺𝐺2the bilinear group is referred to as the symmetric 
bilinear group; otherwise, it is called the asymmetric bilinear 
group. 

At the same time, bilinear mapping has the following 
properties: 

(1) For any 𝑔𝑔, ℎ, 𝑔𝑔1 ∈ 𝐺𝐺1  , there is 𝑒𝑒(𝑔𝑔, ℎ, 𝑔𝑔1) =
𝑒𝑒(𝑔𝑔, 𝑔𝑔1)𝑒𝑒(ℎ, 𝑔𝑔1). 
(2) For any 𝑔𝑔, ℎ, 𝑔𝑔1 ∈ 𝐺𝐺1  , there is 𝑒𝑒(𝑔𝑔1, 𝑔𝑔, ℎ) =
𝑒𝑒(𝑔𝑔1, 𝑔𝑔)𝑒𝑒(𝑔𝑔1, ℎ). 
(3) 𝑒𝑒(𝑔𝑔𝑎𝑎, 𝑔𝑔𝑏𝑏) = 𝑒𝑒(𝑔𝑔, 𝑔𝑔)𝑎𝑎𝑏𝑏 = 𝑒𝑒(𝑔𝑔𝑏𝑏, 𝑔𝑔𝑎𝑎). 
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Access control of wireless networks enhances the security 

of wireless networks and prevents illegal or unauthorized 
users and legitimate users from operating beyond their 
authority. Therefore, the wireless network security access 
control model is developed. In this model, the different 
permissions of wireless network access are configured, and the 
corresponding access rights can only access the data within the 
authority to avert information from being stolen. Access 
control is principal to determine the user's credit rating to 
authorize different access users. The basic model of wireless 
reservation access control is shown in Fig. 5.
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Fig. 5. The basic model of access control. 

 
Once the basic wireless network security access control 

model is constructed, the user trust level is segmented. The 
trust level is mainly classified into trustworthy and 
untrustworthy, recorded as 1 and 0, respectively. The trust 
level mainly considers the number of DOS attacks from 
wireless network access. The number of attacks is inversely 
proportional to the trust level. The higher the number of 

attacks, the lower the trust level, and vice versa. For example, 
the number of incorrect logins of users 𝑛𝑛 as an example; the 
trust level is divided by the value of 𝑛𝑛: 

{
 
 

 
 N = 0                  The trust level is 5
N ∈ [1,3]             The trust level is 4
N ∈ [4,6]             The trust level is 3
N ∈ [7,9]             The trust level is 2
N ∈ [10,12]         The trust level is 1
N ∈ [12, +∞]      The trust level is 0

 (3) 

 

The trusted value of user behavior can be expressed by a 
specific value. Here, the basic trusted value can be calculated 
by the following consensus: 

mi =
di−1
Wi−1

                (4) 
 

The formula di  represents the credit rating evaluation 
results of wireless network access users and Wi  represents 
the credit rating-related data of wireless network access users,
mi represents the trusted value of user behavior. 

To improve the accuracy of the calculation of the credit 
value, a series of user access data is marked as 
(B1, B2, . . . , Bn−1, Bn)  by weight coefficient. For a specific 
behavior Bi , the weight coefficient is used to represent 
tiwhere ti ∈ [0,1] and ∑ tin

i=1 = 1; the credit rating data is 
used to represent 𝑊𝑊𝑖𝑖; the credit rating of the current behavior 
is represented by di, where di ∈ [0,Wi − 1], and the trusted 
value is represented by 𝑀𝑀. 

According to the parameter analysis result as mentioned 
above, the credible value 𝑀𝑀 of the user requesting wireless 
network access is calculated, where the user's credit rating is 
then judged: 

M = ∑ timi
n
i=1
∑ tin
i=1

=
∑ ti

di−1
Wi−1

n
i=1

∑ tin
i=1

(ti ∈ [0,1]，∑ ti = 1n
i=1

di ∈ [0,Wi − 1]
)  (5) 

 

The formula 𝑡𝑡𝑖𝑖  represents the weight coefficient, and its 
value is judged according to the importance of wireless 
network access behavior, 𝑡𝑡𝑖𝑖 ∈ [0,1], ∑ 𝑡𝑡𝑖𝑖𝑛𝑛

𝑖𝑖=1 = 1. 

By comparing the importance of wireless network access 
user behavior, the importance degree results of different 
access behavior are acquired, and the weight coefficient is 
calculated according to the result. 

According to the trust value calculated above, when the trust 
level of user access behavior is high enough, users are 
assigned in different degrees of access rights. There are six 
kinds of access trust levels in wireless networks, which 
correspond to different trust values. The specific 
corresponding relationship between them is shown in Table 1. 
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The trusted value of user behavior can be expressed by a 
specific value. Here, the basic trusted value can be calculated 
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The formula di  represents the credit rating evaluation 
results of wireless network access users and Wi  represents 
the credit rating-related data of wireless network access users,
mi represents the trusted value of user behavior. 

To improve the accuracy of the calculation of the credit 
value, a series of user access data is marked as 
(B1, B2, . . . , Bn−1, Bn)  by weight coefficient. For a specific 
behavior Bi , the weight coefficient is used to represent 
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i=1 = 1; the credit rating data is 
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is represented by di, where di ∈ [0,Wi − 1], and the trusted 
value is represented by 𝑀𝑀. 
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The formula 𝑡𝑡𝑖𝑖  represents the weight coefficient, and its 
value is judged according to the importance of wireless 
network access behavior, 𝑡𝑡𝑖𝑖 ∈ [0,1], ∑ 𝑡𝑡𝑖𝑖𝑛𝑛

𝑖𝑖=1 = 1. 

By comparing the importance of wireless network access 
user behavior, the importance degree results of different 
access behavior are acquired, and the weight coefficient is 
calculated according to the result. 

According to the trust value calculated above, when the trust 
level of user access behavior is high enough, users are 
assigned in different degrees of access rights. There are six 
kinds of access trust levels in wireless networks, which 
correspond to different trust values. The specific 
corresponding relationship between them is shown in Table 1. 
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c) Encryption algorithm 
The goal of this research is to ensure the security of wireless 

network access, in which the elliptic curve group algorithm is 
applied to encrypt wireless networks. In the elliptic 
cryptography encryption scheme, this kind of group is 
composed of the points on the elliptic curve. They should be 
𝑍𝑍𝑝𝑝

∗ (𝑝𝑝 is the prime number) when they are applied to wireless 
network encryption. 

Conversely, it is challenging to solve the discrete logarithm 
problem in the group to ensure it is relatively safe. Most 
wireless network security encryption based on elliptic curve 
group encryption that analyze the corresponding group in a 
completely generalized manner without considering the 
specific group in the specific encryption scheme. The specific 
encryption process is as follows. 

Let 𝑝𝑝  be a prime number. Consider the equation of 
variables 𝐴𝐴 and 𝐵𝐵: 

𝑦𝑦2 = 𝑥𝑥3 + 𝐴𝐴𝑥𝑥 + 𝐵𝐵 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝          (6) 

 
In the formula, 𝐴𝐴, 𝐵𝐵 ∈ 𝑍𝑍𝑝𝑝, so that equation 𝑥𝑥3 + 𝐴𝐴𝑥𝑥 + 𝐵𝐵 =

0 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝 has no multiple roots, 𝐴𝐴, 𝐵𝐵 need to be constants in 
satisfying the inequality 4𝐴𝐴3 + 27𝐵𝐵2 ≠ 0 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝. �̑�𝐸(𝑍𝑍𝑝𝑝) is 
the set of number pairs (𝑥𝑥, 𝑦𝑦) ∈ (𝑍𝑍𝑝𝑝)2 satisfying the above 
equation: 

�̑�𝐸(𝑍𝑍𝑝𝑝) = {(𝑥𝑥, 𝑦𝑦)|𝑥𝑥, 𝑦𝑦 ∈ 𝑍𝑍𝑝𝑝 𝑎𝑎𝑎𝑎𝑚𝑚 𝑦𝑦2 = 𝑥𝑥3 + 𝐴𝐴𝑥𝑥 + 𝐵𝐵 𝑚𝑚𝑚𝑚𝑚𝑚 𝑝𝑝} (7) 
 
The double line group is defined by {𝑝𝑝, 𝐺𝐺1, 𝐺𝐺2, 𝐺𝐺𝑖𝑖, 𝑒𝑒}, where 

p is a prime number with a large value related to the security 
constant 𝜆𝜆  of wireless network, and 𝐺𝐺1, 𝐺𝐺2, 𝐺𝐺𝑖𝑖  are 
multiplication operation groups of a prime number 𝑝𝑝 . 
According to the above analysis, bilinear mapping is defined 
as 𝑒𝑒: 𝐺𝐺1 × 𝐺𝐺2 → 𝐺𝐺𝑖𝑖 , which must satisfy the following 
conditions: 

(1) Bilinear: the mapping 𝑒𝑒 is bilinear, if for any 𝑔𝑔1 ∈ 𝐺𝐺1 , 
𝑔𝑔2 ∈ 𝐺𝐺2  and 𝑎𝑎, 𝑏𝑏 ∈ 𝑍𝑍𝑝𝑝 the equation 𝑒𝑒(𝑔𝑔1

𝑎𝑎, 𝑔𝑔2
𝑏𝑏) =

𝑒𝑒(𝑔𝑔1, 𝑔𝑔2)𝑎𝑎𝑏𝑏 holds. 

(2) Non degeneracy: if there is 𝑔𝑔1 ∈ 𝐺𝐺1 , 𝑔𝑔2 ∈ 𝐺𝐺2 such that 
𝑒𝑒(𝑔𝑔1, 𝑔𝑔2) ≠ 1 1 ∈ 𝐺𝐺𝑖𝑖, then it is not orthogonal. 

(3) Measurability: there is 𝑔𝑔1 ∈ 𝐺𝐺1 , 𝑔𝑔2 ∈ 𝐺𝐺2 , using the 
wireless network security constant p to construct the 
probability polynomial to calculate 𝑒𝑒(𝑔𝑔1, 𝑔𝑔2). 

If 𝐺𝐺1 = 𝐺𝐺2the bilinear group is referred to as the symmetric 
bilinear group; otherwise, it is called the asymmetric bilinear 
group. 

At the same time, bilinear mapping has the following 
properties: 

(1) For any 𝑔𝑔, ℎ, 𝑔𝑔1 ∈ 𝐺𝐺1  , there is 𝑒𝑒(𝑔𝑔, ℎ, 𝑔𝑔1) =
𝑒𝑒(𝑔𝑔, 𝑔𝑔1)𝑒𝑒(ℎ, 𝑔𝑔1). 
(2) For any 𝑔𝑔, ℎ, 𝑔𝑔1 ∈ 𝐺𝐺1  , there is 𝑒𝑒(𝑔𝑔1, 𝑔𝑔, ℎ) =
𝑒𝑒(𝑔𝑔1, 𝑔𝑔)𝑒𝑒(𝑔𝑔1, ℎ). 
(3) 𝑒𝑒(𝑔𝑔𝑎𝑎, 𝑔𝑔𝑏𝑏) = 𝑒𝑒(𝑔𝑔, 𝑔𝑔)𝑎𝑎𝑏𝑏 = 𝑒𝑒(𝑔𝑔𝑏𝑏, 𝑔𝑔𝑎𝑎). 
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Fig. 6. Correspondence between user trust and authorization mode. 
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By the above calculations, block-based chain structure, to 
build a wireless network access control model, using an 
algorithm and the elliptic curve group bilinear mapping of a 
combination of the radio access network is encrypted, 
improving the wireless network security access, and complete 
the access control procedure. 

 
Ⅲ. EXPERIMENTAL VERIFICATION 

The above process investigated the control method from a 
theoretical perspective. Here, the actual application 
performance of the control method needs to be verified for a 
comparative verification to be undertaken. The experimental 
data is sqlserver2008, the operating system is Windows 7, and 
the software used is Visual Studio 2012. The specific 
experimental parameter setting results are shown in Table 2. 

 
TABLE II 

EXPERIMENTAL PARAMETERS 
Parameter Numerical value 

Number of CCH/SCH channels 1/6 
Channel rate 6 Mpbs 

SIFS 10 us 
Service message length 100 bits 

Number of nodes 70 
Routing protocol AODV 

Node mobility rate 60 m/s 
Network area 1000 m*1000 m 

 
A comparative verification experiment is conducted under 

the constraints of the above experimental environment and 
experimental parameters. The overall scheme of the 
experiment is as follows: the proposed method is compared 
with reference [6] (based on the fuzzy theory method) and 
reference [7] (based on the attribute method) with throughput, 
access delay, and encryption efficiency as the comparative 
indicators. 

 
a) Throughput comparison 
Throughput refers to the ability of the wireless network to 

process data. The higher the throughput, the higher the control 
performance. The throughput comparison results of the four 
methods are shown in Fig. 7. 
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Fig. 7. Throughput comparison results 

 
The throughput comparison results in Fig. 7 show that the 

throughput of the proposed method is always higher than 
fuzzy and attribute approach comparison methods when the 
number of transmitters continues to increase. When the 
number of senders reaches 14, the throughput of the proposed 
method reaches 790000 bytes, whereas that of the fuzzy 
theory-based method is 730000 bytes, and that of the attribute-
based method is 700100 bytes. 

 
b) Access delay comparison 
The access delay comparison results of the three methods 

are shown in Fig. 8. 
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Fig. 8. Access delay comparison results 

 
As observed from the comparison result of the access delay 

in Fig. 8, the proposed method is continually lower than the 
access latency of the two kinds of comparative literature 
methods and substantially the absence of fluctuations. When 
the number of transmitters increases, the access delay of the 
proposed method is constantly kept at 0.0043s, while the 
access delay of the two literature comparison methods is 
continually rising; therefore, it demonstrates that the proposed 
method has a low access delay. 

 
c) Encryption efficiency 
The comparison results of encryption efficiency of the three 

methods are shown in Fig. 9. 
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Fig. 9. Comparison results of encryption efficiency 

 
Corresponding to the experimental results of the encryption 

efficiency comparison in Fig. 9, the encryption time of the 
proposed method is the shortest. When there are 14 
transmitters, the encryption time of the proposed method is 
only 0.57 s. In contrast, the encryption time based on the fuzzy 
theory method and attribute method reach 1.29 s and 1.19 s, 
respectively. Therefore, the proposed method has higher 
encryption efficiency. 

 
Ⅳ. CONCLUSION 

To improve the security of wireless networks, a new 
wireless network security access control method is proposed 
in this study based on blockchain technology. The following 
conclusions are proven from both theoretical and experimental 
perspectives. This method has lower access delay and higher 
encryption efficiency in wireless network security access 
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