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ABSTRACT: The Internet and social media are the most powerful tools
used by extremists to spread violent extremism (VE) and ultimately cause
conflict. This issue has become a global threat that directly impacts Malaysia's
security. The threat of Cyber-VE is still on the rise, and the existing counter
does not seem to be reducing this attack. As criminology theory is a
philosophy used to study the causes of criminal behavior, therefore this
research adopted this theory to explain and understand Cyber-VE behavior.
This paper reviews and analyze several types of criminology theories and the
capability of criminology. From the analysis, two theories have been
identified: Social Learning Theory and Space Transition Theory, which consist
of motive, method, tools, and medium components. Hence, understanding
Cyber-VE behavior will help complement the existing mechanism in tracing
Cyber-VE attacks and develop any policy or framework for dealing with it.

KEYWORDS: Cyber Violent Extremism (Cyber-VE), Criminology theory, Behavior,
Criminal.

1.0 INTRODUCTION

Violent extremism is a threat to the country as it impacts the politics
and economics of the country involved [1]. The growth of information
technology has caused multiple problems since the Internet has
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provided a medium for an attacker to attack. Extremist groups have
expanded their authority through the Internet and social media,
intending to recruit new members [2]. These groups focus on online
communities and spread their material without relying on traditional
media outlets [3]. The statistic reported that the use of web technology
to support extremism activities had increased dramatically [4]. These
activities are known as Cyber-VE attacks and have become a significant
problem due to the lack of a mechanism to identify violent extremism
activity. The problem arises when it is impossible to detect and analyze
the possible terrorists. These create a challenge in tracing and detecting
activities relates to Cyber-VE attacks. As criminology theory is the basic
concept for understanding the causes of criminal behavior, this
research used this theory to explain and understand cyber-VE
behavior. It is essential to identify the possible motivations of all parties
involved and a description of the criminal. The remainder of this paper
is organized as follows; Section II discusses the related work on Cyber-
VE and the criminology theory, Section III presents the classification of
criminology theory components, Section IV discusses the discussion
and findings, and Section V concludes and summarizes future
directions of this work.

2.0 RELATED WORK

In this section, Cyber Violent Extremism (Cyber-VE) and criminology
theory are explained.

2.1 Cyber Violent Extremism (Cyber-VE)

Cyber-VE is an individual, group, or organization that puts their
ideology, extreme belief, or objective into violent action with the intent
to cause harm to the target by using cyberspace as their domain [5].
This attack brings a severe threat to international peace and security as
it can cause the target to become panic, fear, anxiety, chaos, and grief
[6]. The violent extremism attack has resulted in the death of a civilian,
including women and children [7]. It could disrupt an established
authority as they act with the specific goal of influencing public opinion
or inciting political change [8]. [9] stated that the method used by the
extremist group could be in terms of threats, suicide bombing, or car
bombing attacks. World Health Organization Geneva also revealed
that extremist action covers a wide range of acts, going beyond physical

acts to threats and intimidation. [10] and [11] explored that bombings
are one of the methods used by violent extremist groups. People are

willing to bomb themselves to achieve their extreme beliefs [12]. In
addition, their activities are not always violent acts but include crimes
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such as money laundering, weapons trade, and other minor criminal
offenses [13]. Internet-enabled extremists connect and communicate
with other extremists and provide verification in terms of identification
through this online community [14]. Using cyber communities enables
violent extremist groups to spread the materials, recruit and train
members, exchange ideology, and even plan an attack.

2.2 Criminology Theory

Criminology theory is the theory use to study crime [15]. It refers to the
origins of criminal behaviors, either individual or groups of people,
and it has been a general theory of criminal behavior [16]. Generally,
criminology theories assist in understanding why criminals commit
crimes to achieve their goals [17]. It explores the causes that lead to
criminal behavior and the factors contributing to the crime [18].
According to [19], criminology theory is the basic concept for
understanding the causes of criminal behavior. This theory considers
the characteristics of individuals and a society that results in crime.
Criminology theory will give direction to researchers and provide a
framework for understanding the significance of knowledge acquired
about crime in the past. Criminology is used to study the criminal, why
individuals commit crimes, and why they behave in certain situations.
Understanding why a person or group commits a crime will help
develop a way to control, handle, and prevent the criminal [17].
Criminology theory is essential for developing any policy, framework,
or treatment for dealing with criminals. This role will help make
predictions about the criminal that can be used as a technique to deal
with criminals [20]. [21] using the existing criminological theories will
help develop a better understanding of the causes and possible
measures against cyberbullying.

3.0 CLASSIFICATION OF CRIMINOLOGY THEORY
COMPONENTS

Rational choice theory was introduced in the 1970s by [22] when exact
crimes producing traits and factors that can be found and treated began
to reduce. Rational choice theory argues that the offender makes a
rational choice to commit the offense. The offender has weighed the
benefits of the crime against the cost of being caught and punished.
This theory states that a choice is made during the commission of a
crime, whether to continue or not. The offender must weigh the
benefits of the next step with the punishment if caught. [23] also uses
the rational choice theory to elaborate on people that are entirely
rational when deciding to commit a crime. [24] agreed, an individual
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decision to commit a crime is based on the cost and benefit proportion.
Rationality means that an individual balances cost and benefit to
determine an action that maximizes personal benefit. [25] added
rational choice theory is one approach that can handle cognitive and
behavioral factors and situational factors. [26] has combined rational
choice theory and self-control theory to explain cyberbullying
perpetration. The rational choice theory states that deviant behavior
results from an assessment of costs and benefits whereby the benefits
outweigh the costs, while self-control theory is used to determine why
some youth make the rational decision to cyberbully while others do
not. Self-control theory assumes that engagement in deviant behavior
depends on a person’s extent of self-control [26]. It has been supported
by [27] using rational choice theory to prevent cyberbullying. [19]
agreed people make a fundamental decision to commit a crime or not
based on a simple cost-benefit analysis. This theory focuses on non-
sociological factors that can influence the decision of a criminal to
commit a crime. Rational choice theory helps to focus on the
individual’s decision and control over who they are and what they will
be.

A routine activity theory is a theory that was developed by [22] that
explain the increase in the rate of property and predatory crimes. This
theory states crime is normal and it just needs opportunity to happen.
Crime happens when three things are gathered which are the offenders
must be motivated, there must be a suitable target and there must be
the absence of a capable guardian. A capable guardian could be to
protect the target or is the guardian of the offender; for example, parent
or teacher. [22] argued crime happens when there is a convergence in
space and time between a motivated offender, a suitable target, and an
absence of a capable guardian. Routine activities theory help to predict
the risk of victimization according to the victim’s lifestyle, behavior,
and demographic characteristics. [21] and [19] has explained more
about routine activity theory. For a crime to be committed, there are
some criteria must be concurrently present. First is a suitable target
must be available. The suitable target could be person, object, or place.

Second is the lack of a guardian to prevent the crime from happens.
The guardian refers to a deterrent, security guards, neighborhood
watch, door staff, vigilant staff and coworkers, friends, neighbors and
CCTV systems. Lastly is motivated offender being present. There can
be no victim without the intentional actions of another individual [19].
It has been supported by [28] who used routine activities theory to
explain the specific behavior of cyberbullying. While, [29] stated this
theory found to be relevant to Nigerian cybercrime. Routine activities
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theory states if target is attractive enough, crime will happen [17]. [30]
exposed that the reason for criminal behavior is related to the
connection between society and the individual. More than that, it is
more influential and motivating for someone to become a criminal and
pick crime as a career if that person is identified as a criminal from an
early age. While [31] explained social theory as one of the criminology
theories used to understand how people act and what should be done
about those actions. [32] stated social theory focuses on learning also
criminal techniques and the role of drivers, motives, and
rationalizations. This theory also applies to understanding other types
of non-traditional crimes, such as computer crime [32]. The social
theory showed that criminality is a function of individual socialization.

[33] explained that social theory explains specific phenomena based on
behaviorism and phenomenology. [30] introduced social control theory
as a theory used to exploit the socialization and social learning process,
builds self-control, and reduces the inclination to indulge in behavior
recognized as antisocial. This theory focuses on society's role in
controlling criminal behavior. Social control theory focuses on the fact
that most delinquent behavior results from unmonitored social control
of the authorities and the family. For example, very little crime is
committed by young children because they are constantly under adult
control compared to adolescents and young people who are free from
adult control. As a result, those who experience less social control tend
to engage in cybercrimes.

Social learning theory is a general theory that explains the acquisition,
maintenance, and change in criminal and deviant behavior that
embraces social, nonsocial, and cultural factors operating to motivate
and control criminal behavior and promote and undermine conformity
[34]. Social learning theory explains that people learn new behavior
through observational learning of the social factors in their
environment [35]. This theory explained that people could learn further
information and behaviors by watching others [35]. If individuals
observe positive, desired outcomes in the observed behavior, they are
more likely to model, imitate, and adopt the behavior themselves. [36]
suggested that individuals who associate with deviant peers will be
more likely to encourage them to commit a crime, and the anticipated
rewards and punishments reinforce these. [36] added whether the
individuals can learn the illegal behaviors depends on their
characteristics, the offenders’ characteristics through the people who
have been observed, and on the consequences who follow the
offenders’ behaviors.
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Besides, [37] stated that social learning theory views the learning
process as operating within the context of interactions, social structure,
and situations. [37] also suggested that the conforming or criminal
behavior resulting from the learning process is a function of
reinforcement and other variables associated with the social learning
process. [38] Social learning theory is based on operant conditioning
and observational learning principles. The operant conditioning uses
reinforcements and punishments to explain how to learn the
characteristics through positive and negative reinforcement. Positive
reinforcement involves receiving something suitable for an action that
reinforces or encourages the behavior to be repeated. While negative
reinforcement consists of removing a burden or something terrible,
when a particular behavior is reproduced, this again reinforces that
behavior to be repeated. Based on these principles, social learning
theory would expect most criminals who commit a second crime to
have committed the same crime twice, rather than two different crimes.
Social learning theory has significant intrinsic value for understanding
cybercrime. The offenders not only learn how to operate with
equipment but also its specific procedures, programming, and
techniques for using the computer illegally [38]. Social learning theory
explains that if the person observes other people's behavior either in
terms of what they do and how they do it or what they say and say it,
it may affect whether the person is imitated or not. In the crime aspect,
this theory clarifies that people can learn new information and
behavior by only watching other people [19]. It has been supported by
[39], who claimed this theory is appropriate to explain the new forms
of deviance like cyberbullying. It is true that the social learning theory
will help to explain how people's associations with other criminals help
them to develop the motivation and skills to commit crimes [40].

In 2007, [41] introduced space transition theory to explain the causation
of crimes in cyberspace. A space transition theory explains the nature
of the behavior of the persons who bring out their conforming and non-
conforming behavior in the physical space and cyberspace [42]. The
space transition theory involves the movement of persons from one
space to another, for example, from physical space to cyberspace and
from cyberspace to physical space. It also states that criminal behavior
in cyberspace is likely to be imported to physical space, which in
physical space may also be exported to cyberspace. Virtual space
provides the space where an individual can express his feelings and
even give out his anger against anyone. Cyberstalking and cyber
defamation are examples where offenders use cyberspace because of
its anonymity and widespread approach. This theory states that people
who endure criminal behavior in the physical space tend to commit a
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crime in cyberspace; otherwise, they would not commit in physical
space due to their status and position. [43] added space transition
theory does not explain physical crime but only focuses on cybercrime.
This theory understands how people move and behave from one space
to another. It requires persons with repressed criminal behavior in the
physical space tending to commit a crime in cyberspace.

[44] have introduced opportunity theory to be used to assist in
understanding the crime. Opportunity theory is a theory that not only
focuses on the events but also on the opportunities that emerged and
contributed to crime. [44] argued that crimes transverse between
location, time, target, direction, and method of committing the crime.
This theory states that the opportunity to commit a crime is a root cause
of crime. This theory also states that no crime can occur without
physical opportunity. Therefore, opportunity plays a role in all crimes,
not just those involving physical property, thereby reducing the
opportunity of crime. [45] explained more about crime opportunity
theory which states a person intends to commit a crime, but the crime
can be barred by solid determination. Another theory is the crime
displacement theory, which focuses primarily on reducing the
opportunity to commit a crime. The efforts tend to displace or move
the crime from one location to another [44]. Crime displacement theory
may involve:

* Geographical Movement: Moving crime from one location to the

other;
¢ Temporal Movement: Moving crime from one time to the other;
e Target Movement: Changing the approach to committing the
crime from one to the other; and
¢ Crime Type: Changing the type of crime that is to be committed.

On the other hand, the deindividuation theory proposed by [46]
explained that the individual's immersion within a group results in a
loss of self-identity and, ultimately, a behavior that the group
represents. It could be ideal for cyber criminals who find themselves
on the Internet without an identity and as part of a group who indulge
in cybercrime. [27] used uses and gratifications theory as a theoretical
theory in understanding cyberbullying perpetration. Another theory is
a technology, which relies on using cryptography, steganography,
network protocols, and software engineering process to develop
systems that offer some form of protection for users and the
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information infrastructure [47]. Previous researchers have applied
criminology theories to understand crime activities and the behavior of
criminals. These findings summarize each theory's concepts and
potential conceptual components, as shown in Table 1.

Table 1: Summarization of Criminology Theories

Criminology | Researchers Concepts Potential
Theories Conceptual
Components
Rational [44] e The offender makes a rational choice to | eOffender
Choice commit the offense by weighted up the | eImpact
Theory benefits of the crime against the cost of
being caught and punished.

[48] o Offender are completely rational when o Offender
making the decision to commit a crime.

[49] e Individual decision to commit crime is ¢ Offender
based on the cost and benefit proportion. e Impact

e Individual balances cost and benefits to ¢ Objective
arrive at action that maximizes the
personal benefit.

[36] o The deviant behavior is the result of an o Offender
assessment of costs and benefits whereby e Impact
the benefits outweigh the costs

[19] e People make a basic decision to commit a o Offender
crime or not based on a simple-cost e Impact
benefit analysis

[40] e People make decision to commit crime o Offender
after taking some consideration about e Impact
risks including caught and punished.

Routine [44] o Crime is normal and it just needs e Opportunity
Activities opportunity to happen. o Offender
Theory ¢ Crime happens when three things are * Motive
gather; the offender must be motivated, e Target
there must be a suitable target, and there e Guardian
must be the absence of a capable
guardian.

[26] e For a crime to be committed, there are e Target
some criteria must be concurrently (person,
present. The criteria: object, or
i-The suitable target must be available and place)
it could be person, object, or place. e Guardian
ii-The lack of guardian to prevent crime o Offender
from happen. * Motive
iii-Motivated offender being present.

[17] o If target is attractive enough, crime will e Target
happen.
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Social [30] The reason of criminal behavior is relate Criminal
Theory to the connection between society and
individual.

If an individual is already labelled as a
criminal from his young age, then it will
motivate that individual to become a

criminal.

[32] ¢ This theory is not only focuses on the o Skills
learning of criminal techniques but also e Motives
the role of drivers, motives, and e Offender
rationalizations.

[48] e Criminal is a function of individual ¢ Offender
socialization.

¢ The interactions people relate to
organizations, institutions, and process of

society.
Social [30] o Stress on the role of society in the control e Criminal
Control of criminal behavior. ® Society
Theory o This theory stresses on the fact that most

delinquent behavior is the result of
unmonitored social control by the
authorities and primarily; like family

Social [35] e People learn new behavior through ¢ Offender
Learning observational learning of the social o Skills
Theory factors in their environment.

e People can learn new information and
behaviors by watching other people

[36] e Individuals can learn the illegal o Offender
behaviors are depends on: o Skills
i-Their own characteristics

ii-The offender’s characteristics which
through the people who has being

observed
eiii-The consequences who follow the
offender’s behaviors
[38] ¢ Offenders must learn not only how to o Offender
operate an equipment but also specific o Skills

procedures,  programming,  and
techniques for using the computer

illegally.

[19] oIf the person observes other people’s o Offender
behavior it may affect the person to o Skills
imitate.

ePeople can learn new information and
behavior by only watching other

people.
[40] e How people develop motivation and e Motivation
peop p
skills to commit crime through the o Skills

people they associate it.
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and the use of software engineering
process to develop systems that offer
some form of protection for users and
the information infrastructure.

Space [42] eCriminal behavior in cyberspace is | e Medium
Transition likely to be imported to physical space | eCriminal
Theory which in physical space may be
exported to cyberspace as well.
Space [43] eHow people move and behave from | eMedium
Transition one space to other space e Criminal
Theory ePersons with repressed criminal
behavior in the physical space tending
to commit crime in cyberspace.
Opportunity [22] eCrimes transverse between location, | e Opportunity
Theory time, target, direction, and method of | e Time
committing the crime. e Target
¢ Opportunity to commit a crime is a | e Method
root cause of crime e Location
Crime [45] e People intent to commit a crime but the | ¢ Offender
Opportunity crime can be barred by strong
Theory determination.
Crime [22] eFocuses primarily on the reduction of | e Opportunity
Displacement the opportunity to commit crime. The
Theory efforts tend to displace or move the
crime from one location to another
location
Deindividuati [46] eThe immersion of the individual | eOffender
on Theory within a group results in a loss of self-
identity and ultimately a behavior that
is represented by the group.
Technology [47] eRely on the use of cryptography, | eSecurity
Theory steganography, network protocols,

4.0 DISCUSSION AND ANALYSIS

In the previous study, a few researchers such as [19], [50], [51], and [52]
used this criminology theory to study and understand cybercrimes.
Based on the analysis in Section 3.0, this research combines social
learning theory and space transition theory to explain and understand
Cyber-VE behavior. This research aims to understand better the causes
that lead to criminal behavior and possible measures against Cyber-VE

attacks, as described in the following subsection.

76
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4.1 Social Learning Theory

Social learning theory states that people commit crimes by learning a
new behavior from watching other people. This theory helps this
research focus on how the attackers commit attacks through the people
they associate with. In addition, this theory not only focuses on
learning techniques but also on the role of drivers, motives, and
rationalizations of the attacker. From the analysis, this research has
identified several components which is essential to be used to explain
and understand criminal behavior. The components are offender,
motivation, and skills. In skills components, this research identified
there are sub-components which are method, tools, and medium.

4.2 Space Transition Theory

A space transition theory is a theory that explains how people move
and behave from one space to another space. This theory explains how
people like to unite in cyberspace to commit crimes in physical space.
The behavior of criminals in cyberspace is likely to be imported into the
physical space, and criminal behavior in physical space may also be
exported to cyberspace. From this theory, physical space or cyberspace
refers to the medium. The significance of social learning theory and the
space transition theory is that they focus on how the environment
influences criminal behavior and the capabilities of criminals to
perform the crime. The combination of these theories is shown in

Figure 1.

| | |

| Types of 1 Criteria in | Component in

I criminology theory 1 identifying criminal | identifying

1 1 behavior 1 criminal

1 | 1 behavior

| I |

1 I |

1 Social | |

1 Learning —> Ly

1 Theory : e Motivating | * Motive
Factor ! * Method

Cyber-VE ! P | o skillsof [ eTools
Behavior : Action : e Medium

| Space > 1

1 Transition 1 1

] Theory 1 1

| | I

| | |

| | |

1 | 1

Figure 1: Components in explaining and understanding Cyber-VE behavior
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Figure 1 shows the combination of two criminology theories; social
learning theory and space transition theory. From these theories,
criteria and components in identifying criminal behavior are identified.
Criteria are defined as a standard by which something is judged or
decided while the component is a part of a process. Two criteria are
found; motivating factors and skills of action. While components found
are; motive, method, tools, and medium. Using these components will
help to identify and analyze the offender, which will directly
understand cyber-VE behavior.

5.0 CONCLUSION AND FUTURE WORK

This study examines the existing criminology theories to explain and
understand criminal behavior and attempts to apply them to Cyber-
VE. This paper provides some insights on how these theories explain
the causation of Cyber-VE activities. From the analysis, two theories
have been identified: social learning theory and space transition theory,
which consists of motive, method, tools, and medium components.
Furthermore, the components can be used to assist the forensic
investigator in understanding Cyber-VE behavior as it refers to the
process of identifying and analysis about the offender. In the future,
this research aims to interview experts to gain their opinion and insight
on these theories.
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